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Ctatba 1. Cchepa aencreusa HacTosiwero PenepanbHOro
3aKoOHa

Hactoaumin ®epepanbHbli  3aKOH  perynupyet OTHOLWeEHMss B obracTu
obecrneyeHna 6e30MacHOCTU KPUTMYECKOM WHAOPMAaLMOHHOM MHAPACTPYKTYPbI
Poccuinckon Pepepaunmn (Qanee Takke - KpuTuMdeckaa MHGOPMaLWOHHas
NH(PPACTPYKTYpa) B Lensx ee YCTOMYMBOrO (OyHKLIMOHNMPOBAHUS Npy NPOBEAEHUN B
OTHOLLEHUN €€ KOMMbIOTEPHbIX aTak.

Ctatbsa 2. OCHOBHbIE NMOHATUSA, UCMNOSb3yeMble B
HacTosiwem PegeparbHOM 3aKOHe

Ona uenen Hactosiwero denepanbHOro 3akoHa MCMOMb3YHTCH Ccreaylowme
OCHOBHbI€ MOHATUS:

1) aBTOMaTU3NPOBaHHAs CUCTEMa YNpaBfeHUs - KOMMMEKC MPOrpaMMHbIX U
NporpaMMHoO-annapaTHbIX CPeAcTB, MNpedHasHayeHHbIX AN KOHTpons  3a
TEXHONOMM4YEeCKNM n (Mrn) NPOV3BOACTBEHHbLIM obopynoBaHnem
(MCNOMNHUTESBHBIMW YCTPONCTBaMN) N NMPOU3BOAUMBIMU UMK MpoL.eccamMu, a Takxe
A9 ynpasrieHus Takummn obopyagoBaHnemM v npoueccamu;



2) 6e30MnacHOCTb KPUTUYECKOMN MHGOPMALMOHHOW MHAPACTPYKTYPbI - COCTOSIHME
3alLMLLEHHOCTU KPUTUYECKOM NH(pOpMaLMOHHOW NHJPPaCTPYKTYpbI,
obecrneymBatollee ee YCTOMMMBOE (PYHKLMOHMPOBAHME Mpu nNpoBeOeHUMM B
OTHOLLEHNN €€ KOMIMbIOTEPHbIX aTak;

3) 3HaYMMbIN OBBLEKT KPUTUYECKOM WHGOPMALMOHHON WHMPACTPYKTYypbl -
00BbEKT KPUTUYECKON MHAGOPMALMOHHON WMHAPACTPYKTYPbl, KOTOPOMY MPUCBOEHA
OfHa 3 KaTeropuin 3Ha4YMMOCTUN N KOTOPbIN BKIIIOYEH B peeCcTp 3Ha4YNUMbIX OO BEKTOB
KPUTUYECKON MHEPOPMAaLIMOHHON NHAIPACTPYKTYPbI;

4) KOMMbIOTEPHAs aTaka - LeneHanpasfeHHOe BO3JeNCTBME MPOrpaMMHbIX U
(M)  NporpaMMHO-annapaTtHblX  CPeAcTB Ha  ODbeKTbl  KPUTUYECKOM
MHPOPMALIMOHHON MHAPPACTPYKTYPbl, CETU IJIEKTPOCBSA3N, WUCMOSb3yemble OJ14
opraHusauun B3aMOAENCTBUA TakuxX OOBHEKTOB, B LENsX HapyweHus u (1nm)
npekpaLweHns nx yHKLMOHUPOBaHNA U (Mnu) cosgaHus yrpo3bl ©e3onacHoCTu
obpabaTbiBaeMon Takumm 06 bEKTaMu MHGOPpMaLLUW;

5) KOMMNbITEPHbIM MHUMOEHT - aKT HapyweHua wn (1nu) npekpawieHus
PYHKLMOHNPOBAHUS 0DObeKTa KpUTUYECKOM MHAOPMALNOHHOM MHAPACTPYKTYpPhbI,
CeTU JJIEeKTPOCBA3N, UCMOMb3yeMou [Ans opraHusauum B3aMMOLENCTBUA TakKUX
06beKTOB, N (MnNK) HapyLeHus 6esonacHoCcTN obpabaTbiBaeMON TakMMm 0B BHEKTOM
MHJpopMaLMK, B TOM HYUCTIE NPOU3OLLEALLMA B pe3yribTaTe KOMIMbIOTEPHOWN aTaku;

6) KpuTudeckas MHGPOPMaLMOHHAA MHMPACTPYKTypa - OO6BHEKTbI KPUTUYECKOW
MHPOPMAaLIMOHHOW NHPPACTPYKTYPbI, @ TakXe CeTU 3NIeKTPOCBA3U, NCMOSb3yeMble
A1S opraHM3aunm B3anmogencTBms Takux OO bEKTOB;

7)  OOBEKTHI KPUTHUYECKOM NHJpopMaL MOHHOM NMHJPPaCTPYKTYpbI -
MH(POPMALIMOHHbIE  CUCTEMbI, UHJ)OPMaLMOHHO-TENEKOMMYHUKALMOHHbIE  CEeTN,
aBTOMaTM3NPOBaHHbIE  CUCTEMbI  YNpaBrieHNs  CYOBHLEKTOB  KPUTUYECKOW
NMHJPOPMaLIMOHHOW MHAOPACTPYKTYpbI;

8) CcyObeKkTbl  KpUTMYECKOM  MHAQOPMaLMOHHOM  MHAPACTPYKTYypbl -
rocygapCTBEHHble  OpraHbl, rOCYQapCTBEHHble  Yy4YpexOeHud, POCCUNCKUE
lopngmyeckme nuua v (Unn) uHamMeBMayasnbHble npegnpuHUMaTteny, KOTopbiM Ha
npaBe COOCTBEHHOCTW, apeHabl UM Ha MHOM 3aKOHHOM OCHOBaHWW NpuHaanexar
MH(POPMALIMOHHbIE  CUCTEMbI, UHJ)OPMAaLMOHHO-TENEKOMMYHUKALMOHHbIE  CEeTN,
aBTOMaTU3MPOBaHHbIE CUCTEMbI ynpaBrieHus, yHKUMOHUpYoume B cdepe
3[paBOOXpaHEHUNS], HAayKWN, TpaHCNopTa, CBA3W, SHEepPreTukn, 6aHKOBCKOM cdepe n
MHbIX cdpepax (OMHAHCOBOIO pPblHKA, TOMJIMBHO-3HEPreTUYecKoro Komrmsiekca, B
obnacTu aToMHOM aHeprm, 00OpPOHHON, pakeTHO-KOCMNYECKON,
ropHogobbIBaOWEN, MeTarmyprmyeckom UM XUMUYECKOM  MPOMBILLIEHHOCTN,
poOCCUICKME topuandeckme nvua m (Mnm) nHaveuayasnbHble npeanpuHUMaTeni,
KoTopble obecnevnBaroT B3anMoLeENCTBME YKa3aHHbIX CUCTEM UNN CETEN.

CtaTtba 3. [lpaBoBOe perynmpoBaHue OTHOLLEHUMN B



obnactun obecneyeHnss 6€30MaCHOCTU KPUTUYECKOMN
MHOpPMaLMOHHOU MHPPACTPYKTYPbI

1. OTHoweHusi B obnactm obecnedyeHnst 6e30MacHOCTU  KPUTUYECKOM
MHPOPMALIMOHHON  MHAPPACTPYKTYpPbl  perynmpyroTca B COOTBETCTBUMM  C
KoHcTutymen Poccunckon Pepepaumm, o6LWENPU3HAHHBIMU NPUHLUNAMUA U
HOpMaMu MeXxayHapoaHOro npasa, HacTosawmm PeneparnbHbIM 3aKOHOM, APYrMMin
degepanbHbIMU 3aKOHaMU U MPUHUMAEMbIMA B COOTBETCTBUM C HUMM MHbIMU
HOPMaTMBHbLIMU MPaBOBbLIMU aKTaMM.

2. OcobeHHOCTM npuMeHeHua HacTtosdwero denepanbHOro 3akOHa K CEeTaAM
cBsA3n obuiero nonb3oBaHuA onpeaenatiTcs PegepanbHbiM 3aKOHOM OT 7 UKo
2003 rogpa N 126-¢3 "O cBasn" “ NpMHMMaemMbiMM B COOTBETCTBMM C HUM
HOpPMaTMBHbLIMU NMPaBoBbIMKY akTamu Poccuinckon ®enepaumn.

CtaTtbs 4. NpuHUUNBbLI 06ecneYyeHUs 6e30NacHOCTH
KpUTU4ecKkon nHdopmaumoHHOU NH(PPaCTPYKTYpbI

[MpuHuMnamm obecneveHns 6e30MacHOCTU KPUTUYECKOM WHGOPMaLMOHHOM
NHJPPaCTPYKTYPbI ABMSAOTCSA:

1) 3@aKOHHOCTb;

2) HENpPepbLIBHOCTb U KOMMJIEKCHOCTbL obecneyeHnst 6e30MacHOCTU KPUTUYECKON
MHPOPMALIMOHHOW  UHAPPACTPYKTYpbl, AOCTUraeMmble B TOM 4uUClie 3a CuyeT
B3aUMOAENCTBUSA  YMNONMHOMOYEHHbIX befeparnbHbiX OpraHoB  MCMOSHUTESNBbHON
BNAcTn 1 CYOBEKTOB KPUTUYECKON MHAOPMALLMOHHOW MHAPACTPYKTYpPbI;

3) npropuTET NPeaoTBpPaLLEHNS KOMMNbIOTEPHbIX aTak.

CtaTtbs 5. locygapcTBeHHasa cuctemMa ooHapyXeHus,
npepynpexaneHnsa n IMKBMgaumm nocneacTtBum
KOMMbIOTEPHbIX aTak HA MHPOPMaALMOHHbIE pecypcChbl
Poccunckou Pepepaunm


http://docs.cntd.ru/document/9004937
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1. TocygapcTBeHHas cuctemMa obHapyXeHUs, NpeaynpexaeHna 1 nukeuaaumum
NnocreCcTBUA KOMMbIOTEPHbLIX aTak Ha MH(OpMaLUWOHHbIE pecypcbl Poccumckon
denepaunn npeacTaBnaeTr cobon enuHbIn TeppuTopuansHO pacnpenerieHHbIN
KOMMIEKC, BKIIIOYAOLWMA CUMbl U CPpeacTBa, npeaHasHadYeHHble s obHapyxeHus,
npegynpexageHus 1 NMkBugaumm  NocrnegcTBUM  KOMMbIOTEPHbLIX  aTak WU
pearMpoBaHNs Ha KOMMbKOTEPHblE MHUMAEHTbLlI. B uensx HacToswen ctatbu nog
MH(pOpMaLUMOHHbIMKM ~ pecypcamn  Poccunckon — Pepepaumm  NOHMMAKOTCSA
MH(POPMALIMOHHbIE CUCTEMBbI, WHJOPMAaLMOHHO-TENEeKOMMYHUKALMOHHbIE CEeTU W
aBTOMATU3MPOBaHHbIE CUCTEMbl YMNpaBJieHNA, Haxo4dWMecs Ha TeppuTopun
Poccuinckon depepaumm, B AUNIIOMaTUYECKUX nNpeacTaBuTenbCcTBaxX U (Mnu)
KOHCYIbCKUX ydpexaeHnsix Poccumnckon degepavmu.

2. K cunam, npegHasHavyeHHbIM [ONsi OOHapyXeHwusi, npeaynpexoeHns u
NMUKBMOAUMM  MOCNEeACTBUA  KOMMbIOTEPHbIX aTak W pearMpoBaHWsi  Ha
KOMMbHOTEPHbIE NHLUMAEHTbI, OTHOCATCS:

1) nogpasgeneHns W OOMMKHOCTHble  nMua  doedepanbHoro  opraHa
MCMOSHUTENBbHON  BflacTW,  YMONMHOMOYEHHOro B obrnactm  obecneyeHud
OYHKLIMOHNPOBAHUS rocyOapCTBEHHOW CUCTEMbI OOHapYXeHUs, NpeaynpexaeHns n
NMKBMOAUUM MOCHEACTBUMMA KOMMbIOTEPHBIX aTak Ha WHJOpPMauMOHHbIE pecypcChl
Poccuinckon denepauuu;

2) opraHusauud, cosgaBaemasi degepasibHblM OpraHoM  UCMNOSHUTENbHOW
BNacTW, YNOSHOMOYEHHbIM B obractu obecneyeHus  (PyHKLMOHMPOBAHUSA
rOCyOdapCTBEHHOM CUCTEMbl OBHapyXeHuda, npegynpexoeHns u  nMkeugaumm
NnocreCcTBUA KOMMbIOTEPHbLIX aTak Ha MH(OPMaUWOHHbIE pecypcbl Poccumnckon
denepaumnn, gnsa  obecrneyeHna  KoopaAuHauuMM  OeATeNIbHOCTM  CYObEKTOB
KPUTUYECKON MHAOPMALIMOHHON MHAPACTPYKTYpbl MO BoONpocam ObHapyxeHus,
npegynpexageHus 1 NMkBugaumm  NocrnegcTBUM  KOMMbIOTEPHbLIX  aTak WU
pearpoBaHMsi Ha KOMMbIOTEPHblE WHUMOEHTbI (Oanee - HauWOHamnbHbIN
KOOpAMHALMOHHbIN LLEHTP MO KOMMNbIOTEPHBIM MHLMOEHTaM);

3) nogpasgeneHns U OOSPKHOCTHblE  fMua  CYOBHEKTOB  KPUTMYECKOW
MHPOPMALIMOHHOMW  MHAPACTPYKTYpbl,  KOTOpble  MPUHMMAKT  y4yacTune B
oBHapyXeHun, NpegynpexaeHnn n nMKkeMaau M NnocneacTBUn KOMMNbIOTEPHbBIX aTak
N B pearnpoBaHUn Ha KOMMbIOTEPHbIE UHLUOEHTLI.



3. CpegctBamn, npegHasHadeHHbIMU ON9 obHapyXeHusa, NpeaynpexgeHus u
NMKBMOAUMM  MNOCNEACTBUA  KOMMbIOTEPHBIX aTak UM pearMpoBaHWst  Ha
KOMMNbIOTEPHbIE NHLUMAEHTDI, SBMASAIOTCS TEXHUYECKUE, NPorpaMmMHbIe, NPOrpaMMHO-
annapatHble U WHble cpeacTBa Ana obHapyxeHuss (B TOM 4ucre Ans noucka
NPU3HAKOB KOMMbIOTEPHbIX aTaKk B CETSX 3NEeKTPOCBA3N, MCMNOMb3yeMblX NS
opraHM3auun  B3aMMOOeNCTBUA  OOBEKTOB  KPUTMYECKOM  MHGOPMAaLMOHHOWN
NHPPACTPYKTYPbI), NpeaynpexneHns, nNMKeMgaumm nocrneacTBUA KOMMbHOTEPHbIX
atak u (nm) obmeHa WHdopmaumnen, HeobxoouMMoM CcyObeKkTaMm KpUTUYECKOWN
NHCPOPMaLMOHHON MHPPACTPYKTYPbl Npu 0BHapyxeHun, npegynpexgeHnn n (unm)
NMKBMOALMM MOCNELCTBUA KOMMbIOTEPHbLIX aTak, a Takke Kpuntorpadmyeckue
cpeacTBa 3awmMTbl Takon MHdopmaLnn.

4. HaumoHarnbHbIN KOOPAMHALMOHHLIA LLEHTP NO KOMMbHTEPHBLIM MHUMOEHTaM
OCYLLUECTBSIAET CBOKW  [OEATEeSIbHOCTb B COOTBETCTBMM C  MOJSIOXKEHUEM,
yTBepXXgaembiM doegeparnbHbIM opraHom NCMONHUTESNBbHON BracTy,
YNOSMHOMOYEHHbIM B 0bracTn obecnedeHnsa pyHKLMOHMPOBAHUA roCyaapCTBEHHOM
CUCTEMbl  ODHapyXeHus, npeaynpexaeHna W ukBugauun  NocrneacTBui
KOMIMbIOTEPHbIX aTak Ha MHdopMauMoHHbIe pecypcbl Poccuinckon ®epepaumn.

5. B rocygapcTBeHHON cucTeMe obHapyxeHud, npeaynpexneHns n nukeugaumm
NnocrecTBUA KOMMbIOTEPHbLIX aTak Ha MH(OpPMaLUWOHHbIE pecypcbl Poccumnckon
denepauunmn ocyuwlecTenaATCAa cboOp, HaKonmeHwe, cucTematmsaumsi M aHanms
MHpopMaLMK, KOoTopash nocTynaeT B [OaHHYlD CUCTEeMy 4epe3 CpencTBa,
npeaHasHavyeHHble Ona  OBHapyXeHusi, npegynpexaeHuss  u - nMKBMagaumm
NnocrnecTBUA  KOMMbIOTEPHbIX aTak, WHJopMauuu, KOTopasd MpeacTaBnseTcd
cyObekTaMn KpUTMYECKON WHAOPMAaLMOHHOM MHAPACTPYKTYpbl U dedeparnbHbiM
OpraHOM WUCMOMHUTENBbHON BrfiacTW, YNOSIHOMOYEHHbIM B obnactm obecneyeHus
6e30nacHOCTU KPUTUYECKON WHAPOPMAaLMOHHOM UHMppacTpyKTypbl Poccumrckon
depgepaunn, B COOTBETCTBMM C MNepedHeM uHGopmauum ©n B MOpPsSake,
onpeaenaemMbiMu doepepanbHbIM OpraHom NCMNOSTHUTESNTbHOW BIlacTy,
YNOSMHOMOYEHHbIM B 0bracTn obecnedeHnsa pyHKLMOHMPOBAHNA roCcyaapCTBEHHOM
CUCTEMblI  ODHapyXeHus, npeaynpexaeHna W ukBugauun  NocneacTBui
KOMMbIOTEPHbIX aTtak Ha MHGOpMaLMOHHbIe pecypcbl Poccuinckon depepauum, a
Takxe WHdopmaumm, KoTopas MOXeT NpencTaBfIATbCA UHbIMUA He SBNSOLLMMUCS
cyObekTaMn KpPUTMHYECKON WHAOPMAaLMOHHOM MHAPACTPYKTYpbl opraHamm W
OopraHusaunamMm, B TOM YMCIe MHOCTPaHHbLIMU U MeXOYHapPOAHbIMMN.



6. PeneparnbHbI OpraH UCMONMHUTESNBbHOM BracTu, YNOMHOMOYEHHbIN B 06nacTu
obecrneyeHns QYHKLMOHUPOBAHUS TOCYOAPCTBEHHOM CUCTEMbl ODHapyXeHus,
npegynpexgeHus 1 - NMkBugaumm  NocriegCcTBUA  KOMMbIOTEPHbIX aTak  Ha
MH(pOpMaLMOHHbIE  pecypcbl  Poccunckon — depepauunu,  opraHuM3yetr B
YCTaHOBMEHHOM MM nopsiake odbMeH nHdopMaunen o KOMMNbIOTEPHbIX UHLMAEHTaX
Mexgy CcybbekTamn KpUTUYECKOM WMHGOPMAaLMOHHON MHAPACTPYKTYpbl, a Takxe
Mexgy CcybbekTamMm  KpUTUYECKOM  MHGOPMALMOHHOW  MHMPpACTPYKTypbl U
YMNOSIHOMOYEHHbIMW  OpraHaMyM WHOCTPaHHbLIX [OCy4apCTB, MeXOyHapoOHbIMMU,
MEeXOyHapoL4HbIMN  HEMPaBUTESNTbCTBEHHLIMU  OpraHn3aunaMm M UHOCTPaHHbIMU
opraHM3auusMm, OCyLLECTBIAIOWMMU OeATeNlbHOCTb B 0briacTu pearMpoBaHust Ha
KOMMbIOTEPHbIE MHUNOEHTHI.

7. [lpepocTaBneHne ©3  rocydapCTBEHHOM  CUCTEMbl  ODHapyXeHus,
npegynpexgeHus 1 NMkBugaumm  NocrieqCcTBUA  KOMMbIOTEPHbIX aTak  Ha
MHJpopMaLMOHHbIE pecypcbl Poccurckon depgepaunn CBeOeHWIA, COCTaBMSOLWLMX
rOCYOapCTBEHHYIO JIMOO MHYKD OXpaHSEeMytd 3aKOHOM TavHy, OCYLLUECTBNSETCS B
COOTBETCTBUM C 3aKoHoaaTenscTBoM Poccurckon degepavmn.

CtaTtba 6. MonHomouus NMpe3naeHta Poccnnckon
Pepepaunu n opraHoB rocygapCcTBeHHON BnacTu
Poccuinckoun Pepepaunm B obnactm obecneyeHus
0e30nacHOCTU KPUTUYECKON MH(pOpPMaLMOHHON

MHPaACTPYKTYPbI

1. Npe3ngeHT Poccunckon Pegepaumm onpenenser:

1) OCHOBHblE€ HanpaBfieHMs1 TFOCYOAPCTBEHHOMW MNOMMTMKM B obractu
obecrneyeHna 6e30nacHOCTU KPUTUYECKON MHAOPMaLMOHHON MHAPPACTPYKTYPbI;

2) tbegeparnbHbIn OpraH UCMNOMHUTENBHOW BNAcTW, YNONHOMOYEHHbIN B 06nacTu
obecrneyeHna 6e30MacHOCTU KPUTMYECKOW WHAOPMAaLMOHHOM MHAPACTPYKTYPbI
Poccuinckon denepauum;

3) depeparnbHbI OpraH UCMOMHUTENBHOW BrAacTu, YNOSTHOMOYEHHbIN B 0bracTu
obecrneyeHns YHKLMOHUMPOBAHUS TOCYOAPCTBEHHOM CUCTEMbl OOHapyXeHus,
npegynpexgeHus 1 - NMkBugaumm  NocriegCcTBUA  KOMMbIOTEPHbIX aTak  Ha
MHJpopMaLMOHHbIE pecypcbl Poccuinckon ®enepaumu;

4) nopsiaok co3gaHnst U 3agadn rocydapCTBEHHOM CUCTEMbl OBHapyXeHus,
npeaynpexgeHns  n - NMKBugauum MNOCreacTBUA  KOMMbIOTEPHbLIX aTak  Ha
MHJpopMaLMOHHbIE pecypcbl Poccuinckon ®enepaumn.

2. lNpaButensctBo Poccuinckon ®enepaumm yctaHaBMBaeT:



1) nokasarenu KpUTepneB  3HAYMMOCTM  ODBEKTOB KPUTUYECKOMn
MHJPOPMALIMOHHOW MHAPACTPYKTYPbl U UX 3HAYEHUHA, a TaKxke MOPSLOK U CPOKU
OCYLLECTBJIEHNA X KaTEropMpoBaHus;

2) nNOpPSiAOK OCYLIECTBMEHUA TrOCYAApPCTBEHHOrO KOHTpond B obracTtu
obecrneyeHna 6e30NacHOCTN 3HAYMMbIX OOBEKTOB KPUTUYECKON MHGOPMALMOHHOWN

NHJPPaCTPYKTYpbI;

3) NoOpsAAOK NOArOTOBKU U MCMOSMb30BaHUSA PECYPCOB €ANHON CETU INEKTPOCBA3N
Poccuinckon ®depepaumm ana  obecneyeHns  PyHKUMOHUPOBAHUS  3HAYUMbIX
006 BEKTOB KPUTUYECKON MHPOPMALMOHHOM MHAPACTPYKTYPbI.

3. ®epepanbHbI opraH UCNOSTHUTENBHOW BIiAacTW, YNOSIHOMOYEHHbLIN B 0bracTu
obecrneyeHna 6Ge30MacHOCTU KPUTMYECKOM WHAOPMAaLMOHHOM MHAPACTPYKTYPbI
Poccuinckon denepaumn:

1) BHOCUT nNpPensioKeHNss O COBEPLUEHCTBOBAHUMM HOPMAaTUBHO-NPaBOBOro
perynmpoBaHns B  obractu  obecneyeHusi  6e30nacHOCTU  KPUTUYECKOW
NHopMaLMOHHON NHpPacTpyKTYpbl Npe3nageHTy Poccuinckon depepaumm n (1Mnm)
B NpaButensctBo Poccunckon ®enepaumu;

2) yTBEepXaaeT NopsaoKk BeAeHUa peecTpa 3HaYMMbIX OOBEKTOB KPUTMYECKOW
MHJpOPMaLMOHHOW MHAPACTPYKTYPbI U BEAET LaHHbIN peecTp;

3) yTBepxgaetr ¢opMy HanpasBrieHUs CBeLEHVMA O pesyrbTaTax NpUCBOEHUS
00BEKTY KPUTUYECKON WMHPOPMAaLMOHHON WHEPACTPYKTYpbl OOHOW W3 KaTeropum
3Ha4YumMocTn nMmMbo 06 OTCYyTCTBMM HEODXOOMMOCTWU MPUCBOEHUS eMy OOHOW U3
TaKuX KaTeropum;

4) ycTaHaBnuBaeT TpeboBaHus Mo obecnedeHnto 0e30MacHOCTM 3HAYUMBbIX
0OBEKTOB KPUTUYECKON WHGPOPMAaLMOHHON UHPaCcTPYKTypbl (TpeboBaHua no
obecrneyeHnto 6e30MacHOCTU  UHEOPMALMOHHO-TENTEKOMMYHUKALMOHHBIX CeTen,
KOTOPbIM MPUCBOEHA OOHa M3 KaTeropuvm 3HAYMMOCTU U KOTOPble BKIIOYEHbI B
peecTp 3HayuMMbIX OBBLEKTOB KPUTUYECKOM MHAOPMAaLMOHHOM WMHAPACTPYKTYpHI,
yCTaHaBMMBalOTCA MO COrfacoBaHuMio ¢ hegepanbHbIM OpraHoM UCMNOSNHUTENBbHOW
BNacTW, OCYyWEeCTBrsAIOWMM  yHKUMM N0  BbIpaboTke ©n  peanusauuu
rocya4apCTBEHHOM MOSUTUKM U HOPMAaTUBHO-NPaBOBOMY perynmpoBaHuio B obriactu
CBA3K), a Takxke TpeboBaHNA K co3aHMI0 CUCTEM 6e30MacHOCTU TakmMx OO BEKTOB U
obecrneyeHnio nx yHKUNOHMPOBaHUSA (B ©aHKOBCKOW cdepe M B UHbIX cdpepax
oMHaAHCOBOro pblHKA yCTaHaBNMBAET yKadaHHble TpeboBaHMs MO COrfacoBaHMO C
LleHTpanbHbIM 6aHkoM Poccuinckon denepaumn);

5) OCYLEeCTBNSET rOCy4apCTBEHHbLIMA KOHTporb B obnactm obecneyeHus
6esonacHocTU 3Ha4YNMbIX 06beKTOB KPUTUYECKOMn WMHJpopMaLMOHHOM
NH(PPACTPYKTYPbI, a Takxe yTBepXaaeT (opMmy akTa NpoBEPKN, COCTaBMASEMOro No
NTOram NpoBeaEeHNs YKa3zaHHOro KOHTPOss.



4. ®epepanbHbIA OpraH UCMOMHUTESNbHOM BracTu, YNONMHOMOYEHHbIN B 06nacTtu
obecrneyeHns YHKLMOHMPOBAHUS TOCYOAPCTBEHHOM CUCTEMbl OOHapyXeHus,
npegynpexgeHus 1 NMkBugauumm  NocriegCcTBUA  KOMMbIOTEPHbIX aTak  Ha
MHJpopMaLMOHHbIE pecypcbl Poccuinckon ®enepaumn:

1) BHOCUT nNpPeasioKeHNss O COBEPLUEHCTBOBAHMM HOPMAaTUBHO-NPaBOBOro
perynmpoBaHns B  obractu  obecneyeHusi  ©6e30nNacHOCTU  KPUTUYECKOW
NHpopMaLMOHHON UHPacTpyKTypbl Npe3nageHTy Poccuinckon degepaumm n (1Mnm)
B NpaButensctBo Poccurckon ®enepaumu;

2) co3gaeT HauMOHarnbHbIN KOOPAWHALMOHHBLIA LEHTP MO  KOMMbITEPHbLIM
NHUMOEHTAM U YTBEPXKOAET NOSIOXKEHNE O HEM;

3) KOOpAUHUPYET OEeATENbHOCTb CYOBHLEKTOB KPUTUYECKOW WHGpopmaLMOHHON
NHPPACTPYKTYpbl MO BOMpOCaM OOHapyXeHus, npeaynpexgeHna v nvkeugaumum
nocrnegcTBUA  KOMMbIOTEPHLIX aTak W pearMpoBaHUA Ha  KOMMbHOTEPHbIE
NHUWOEHTbI;

4) opraHuM3yeT M NpoBOAUT  OLEHKY ©6e3onacHOCTU  KpUTUYECKOM
MHJPOPMaLIMOHHOW MHAOPACTPYKTYpbI;

5) onpegensieT nepeyeHb MHGOPMaLMK, NpeacTaBNgeMoOn B rocyaapCTBEHHYHO
cuctemy obHapyxeHusi, npeaynpexgeHus 1 NMKBMgauuMM  NOoCreacTBui
KOMMbIOTEPHbIX aTtak Ha MHGOpPMaLUWOHHbIE pecypcbl Poccuinckon depepaunn, u
Nopsaa0K ee NpencTaBneHns;

6) yTBepxOaeT  NOpPS4OK  MHGOpPMUpPOBaHWA  defeparnibHOro  opraHa
MCMOSHUTENBbHON  BlacTW,  YMNONMHOMOYEHHOro B obractm  obecneyeHud
OYHKLIMOHNPOBAHUS rocy4apCTBEHHOW CUCTEMbI OOHapYXeHUs, NpeaynpexaeHns n
NMKBMOAUMM NMOCHEACTBUM KOMMbIOTEPHBIX aTak Ha WHJOpPMauMOHHbIE pPecypcChl
Poccuickon denepaunn, 0 KOMNbIOTEPHBIX WMHUMOEHTAX, pearMpoBaHUs Ha HUX,
NPUHATUA Mep MO NMKBUOAL MM NOCNeCTBUN KOMMNbIOTEPHbIX aTak, NPOBEL4EHHbIX B
OTHOLLUEHUN 3HAYUMbIX OO BEKTOB KPUTUHECKON MHEPOPMAaLMOHHON MHAPACTPYKTYpPbI
(B 6aHKOBCKOM cdepe M B WHbIX cdepax (MHAHCOBOrO pblHKa YTBEPXOaeT
yKasaHHbI MNOpsiAoK MO corrnacoBaHnio ¢ LleHTpanbHbIM 6GaHkom Poccuinckon
denepauun);



7) yTBEpPXOAET Nopsaok obmeHa mHdopmaumen 0 KOMNbITEPHbIX MHLMOEHTAX
Mexgy CcybbekTamMm KpUTUYECKON WHAOPMALNOHHOM WHPACTPYKTYpbl, Mexay
cyObekTamu KPUTUYECKOMN NMHJpopMaLMOHHOM NMHJPPaCTPYKTYpbI n
YMNOSIHOMOYEHHbIMW  OpraHaMyM WHOCTPaHHbLIX [OCy4apCTB, MeXOyHapoOHbIMMU,
MEeXOyHapoL4HbIMA  HENpPaBUTESNTbCTBEHHLIMU  OpraHn3aunaMm 1M UHOCTPaHHbIMU
opraHM3auusMu, OCyLLECTBIIAIOWMMU OeATeNlbHOCTb B 0briacTn pearMpoBaHust Ha
KOMNbIOTEPHbIE  MHUMAOEHTbI, a Takke [MOopsgoK MnoflydeHnss cybbekTamu
KPUTMYECKON MHGOPMALMOHHON WMHPACTPYKTYpbl MHGOpMaLUMM O cpeacTtBax wu
cnocobax npoBeaeHUs KOMMNbIOTEPHbIX aTak U O MeTodax UX NpeaynpexgeHus mn
oBHapyxeHus;

8) opraHM3yeT YCTaHOBKY Ha  3HayuMMblX OOBEKTax  KPUTMYECKOW
NHCPOPMAaLMOHHON NMHEPPACTPYKTYPbl N B CETSX 3NEKTPOCBSA3N, UCMOMb3yeMbIX A5
opraHuM3auun  B3aMMOOENCTBUA  ODBLEKTOB  KPUTMYECKOM  MHGOPMAaLMOHHOWN
NH(PPACTPYKTYPHI, cpencTs, npeaHa3Ha4YeHHbIX ans oBHapyxeHus,
npeaynpexgeHns  Uu - NMKBMOauum  MNOCNeACTBUA  KOMMNBbIOTEPHbIX aTtak u
pearmpoBaHnsi Ha KOMMbOTEPHbIE NHUNOEHTDI;

9) yctaHaBmBaeT TpeboBaHMA K cpencTBaMm, MpedHasHavyeHHbIM — Ans
oBHapyXeHus, npegynpexaeHns u nMKeMgaumm nocneacTBUN KOMMNbIOTEPHbIX aTak
N pearmpoBaHns Ha KOMMbIOTEPHbIE MHLWOEHTDI;

10) yTBepXOaeT NopsadoK, TEXHUYECKMe YCrOBWUS YCTAHOBKM W dKcnyaTauum
cpencTs, npeaHasHa4vyeHHbIX Ans obHapyXeHusa, nNpeaynpexgeHns u MKkengauum
NnocrnegcTBUA  KOMMbIOTEPHLIX aTak W pearMpoBaHUA Ha  KOMMbHOTEPHbIE
WHUMOEHTBI, 32 UCKIMOYEHNEM CPeACTB, NpeaHa3HauYeHHbIX 4S9 NoMcKa npu3HakoB
KOMMbIOTEPHbLIX aTak B CeTAX 3JIeKTPOCBA3W, UCMOSMb3yeMblX OS5 OopraHusauum
B3aUMOLENCTBUS OOBHEKTOB KPUTUYECKOM WHEPOPMALMOHHOM WHMPACTPYKTYpbI (B
BGaHkoBCKOM cdhepe N B UHbIX cdhepax MHAHCOBOIO pbiHKa yTBEpXKOaeT yKasaHHble
NOPSIAOK U TEXHUYECKME YCMoBMS MO corrnacoBaHnio ¢ LleHTpanbHbIM 6aHKoM
Poccuinckon denepaumn).

5. ®epeparnbHbI OpraH UCMONHUTENBHOW BriacTU, OCYLLUECTBIIAIOWMIA (PyHKLINUK
no BbipaboTke W peanuM3auun rocyaapCTBEHHOM MOMUTUKM U HOPMaTUBHO-
NpaBOBOMY perynmpoBaHuio B 0bnactn cBA3W, yTBepXaaeT Mo COorfiacoBaHUIio C
deneparnbHbIM OpraHoM WCMNOSIHUTENBHOW BflacTW, YNOSIHOMOYEHHLIM B ObracTu
obecrneyeHns QYHKLMOHNMPOBAHUS TOCYOAPCTBEHHOM CUCTEMbl ODHapyXeHus,
npegynpexgeHuss 1 NMkBugaumm  NocrieqCcTBUA  KOMMbIOTEPHbIX aTak  Ha
MHJpopMaLMOHHbIE pecypcbl Poccunckon dPepepauun, nopsaok, TexXHUYecKue
YCNOBUS YCTaAHOBKM W 3KcCniyatauuuM CpencTsB, NpefHasHadYeHHbIX A58 noucka
NPU3HAKOB KOMIMbLIOTEPHbIX aTtak B CETAX 3NeKTPOCBA3WN, MUCMOSb3yeMbiX LI
opraHuM3auun  B3aMMOOEeNCTBUA  ODBEKTOB  KPUTMYECKOM  MHGOPMAaLMOHHOWN

NHJPPaCTPYKTYPbI.

CtaTbfl 7. KateroppoBaHMe 00 bEKTOB KPUTUYECKOMN



MHOpPMaLMOHHOU MH(PPACTPYKTYPbI

1. KaTeropmpoBaHue obbekTa KpUTUYeCKon MHAOPMaLMOHHOM MHAPPACTPYKTYpbI
npeacTaBnaeTr cobon yCTaHOBMEHME COOTBETCTBUA OObEKTa KPUTUYECKOM
NHJPOPMALIMOHHON WNHPPaCTPYKTYPbl KPUTEPUSM 3HAYMMOCTU W MNoKasaTendam ux
3Ha4YeHun, NPUCBOEHNE eMy OOHOMN U3 KaTeropun 3Ha4nMoCTHN, NMPOBEPKY CBEAEHUN
O pesyrnbTaTtax ee MPUCBOEHUS.

2. KaTeropupoBaHue OCyLLECTBIAETCA UCXOaSA U3:

1) coumanbHON 3HAaYMMOCTU, BblpaXaloWeNcsa B OLEHKE BO3MOXHOMoO yllepba,
NPUYNHAEMOrO XU3HU UM 300POBbLIO0 JIIOAEN, BO3MOXHOCTU NpeKpalieHns unm
HapyLleHnss YHKLUNOHNPOBaHUS OOBLEKTOB oObecneyeHust XuM3HedeATeNlbHOCTU
HacerieHnd, TPaHCNOPTHOM  MHAPACTPYKTYpbl, CeTen CBA3N, a Takxe
MaKkC/MarbHOM BpPEMEHW OTCYTCTBUSA LOCTyrna K rocydapCcTBEHHOW Yycryre L4
nony4yareneun Takoun ycryru;

2) NOMMTUYECKON 3HAYUMOCTK, BbIpaKAKOLWENCS B OLEHKE BO3MOXHOMO
npnymHeHna ywepba nHtepecam Poccunckon denepaumm B BONpocax BHYTPEHHEN
N BHELLHEW NOSUTUKW;

3) 3KOHOMWYECKOM 3HAYMMOCTW, BbIpaXalLWencs B OLEHKE BO3MOXHOIO
NPUMMHEHNA NPAMOrO W KOCBEHHOro yuepba cybbektam  KpUTUYECKOM
NHCPOPMaLMOHHON MHpPACTPYKTYpPLI U (Unn) Btogxetam Poccuinckon denepaumu;

4) 3KONOrM4eCcKom 3Ha4YMMOCTH, BblpaXKaloLLENCSH B OLLEHKE YPOBHSA BO34ENCTBUS
Ha OKpYXXaroLLyto cpeay;

5) 3HAYMMOCTUN OBBEKTA KPUTUYECKON MHAOPMALIMOHHON NMHAPACTPYKTYpPbI AN
obecrneyeHna 06OpoHbI CTpaHbl, 6e3onacHoOCTU rocygapcTea U Npasornopsaka.

3. YcTaHaBnuMBalTCS TpWU KaTeropum 3HaAYMMOCTU OOBHEKTOB KPUTUYECKOW
MHJpOPMaLMOHHOM MHAPACTPYKTYpPbI - NepBad, BTopas U TPeTbA.

4. Cy6BbeKTbl KpUTNYECKOM MHGOPMALMOHHOW MHAPPACTPYKTYPbl B COOTBETCTBUM
C KpUTEpUAMW 3HAYMMOCTU W MNoKasaTeNiaMM UX 3HaAYEeHUW, a TaKxke MNOopPALKOM
OCYLLECTBJIEHNA KaTeropypoBaHUS NpucBauBalOT OOHY U3 KaTeropum 3Ha4MmoCcTu
npyHagnexauym UM Ha rnpaBe COOBCTBEHHOCTW, apeHObl WM WMHOM 3aKOHHOM
OCHOBaHMM OBOBEKTaM KPUTMYECKOM WHGOpMaLMOHHON MHAPACTPYKTypbl. Ecnn
OOBEKT KPUTMYECKON WHAOPMALMOHHON WHAPACTPYKTYpbl HE COOTBETCTBYET
KPUTEPUSM 3HAYMMOCTMW, MOKa3aTensam 3TUX KPUTEPUEB U UX 3HAYEHUSM, eMy He
npucBaMBaeTCs HU OfHA N3 TakUX KaTEeropumn.



5. CsegeHnss 0 pesynbratax MNpPUCBOEHUSI  ODBEKTY  KPUTMUYECKOW
NHCPOPMAaLMOHHON MHAPACTPYKTYPbl OOHOM M3 KaTeropum 3Ha4ynmmocTu nmbo ob
OTCYTCTBMM HEODXOOMMOCTU MNPUCBOEHMS €My OOHOM M3 TaKuxX KaTeropum
CYObEKTbI KPUTUYECKOWN MHAPOPMALMOHHON MHAPPACTPYKTYpPbl B MMCbMEHHOM BUAE B
OECATUOHEBHbLIA CPOK CO [AHA MPUHATUA MMW  COOTBETCTBYIOLLEIO peLleHUs
HanpaBnAlT B dpefeparibHbIM OpraH UCMOSNHUTESTbHOW BIiacTU, YNOTHOMOYEHHbBIN B
obrnactm  obecneyeHuss  6e30MacHOCTU  KPUTUYECKOM  MHEpopMaLMOHHOW
NMHGppacTpyKTypbl Poccunckon denepaumnm, no yTeepaeHHon um copme.

6. PeneparnbHbI OpraH UCMONMHUTESNBbHOM BracTu, YNOMHOMOYEHHbIN B 06nacTu
obecrneyeHna 6e30MacHOCTU KPUTMYECKOM WHAOPMAaLMOHHOM MHAPACTPYKTYPbI
Poccuickon ®enepaunn, B TpUaLaTUAHEBHbBIM CPOK CO OHA MONyYeHNs CBeOEHUN,
yKasaHHbIX B 4acTu 5 HacToswen cTtaTbW, NpoBepaeT cobntogeHvne nopsiaka
OCYLUECTBIIEHNA  KaTeropupoBaHusi W MPaBUIbHOCTb  MPUCBOEHUS  ODBEKTY
KPUTUYECKON NHPOPMAaLIMOHHOW MHAPACTPYKTYPbl O4HOW U3 KaTeropmin 3Ha4MMoCTn
MMBO HENPUCBOEHMS eMY HU OHOM U3 TaKUX KaTeropum.

7. B cnyyae, ecnn cyObekToOM KpUTUYECKON MHAOPMAaLMOHHOM MHAPACTPYKTYpPbI
cobrnogeH NOpsiAOK OCYLLECTBIIEHUS KaTEropupoBaHns 1 NpuHagnexaliemy emy Ha
npaBe COOCTBEHHOCTW, apeHdbl WM WHOM 3aKOHHOM OCHOBaHUW OOBLEKTY
KPUTMYECKON MHAOPMALMOHHON MHAIPACTPYKTYpPbl MpaBuibHO NPUCBOEHa O4Ha U3
KaTeropunm 3HauYuMmocTW, dpegepanbHbli  OpraH  UCMOSHUTENBHOM  BracTw,
YMNOMHOMOYEHHbIN B obnactm obecnevyeHnss ©6e30nNacHOCTU  KPUTUYECKOM
MHJpOpMaLIMOHHOW MHAIPaACTPYKTYpbl Poccuinckon denepaum, BHOCUT CBEOEHUSA O
TakOM OObEKTE KPUTMYECKON MHAOPMALNOHHOM WHPACTPYKTYpbl B peecTp
3HAYUMbIX OOBEKTOB KPUTUYECKOM MHEOPMALMOHHON MHAPACTPYKTYpbl, O YeM B
AECATUOHEBHbLIA CPOK YBEOOMNSAETCS CYOBEKT KPUTUYECKOW WHEpopMaLMOHHOW

NHJPPaCTPYKTYPbI.



8. B cnyyae, ecnn degeparnbHbIM  OpraHOM  UCMOSHUTESNTbHOW  BIiacTH,
YrNOTHOMOYEHHbIM B obnactm obecneyeHnss 6e30MacHOCTU  KPUTUYECKOM
MH(POPMaLIMOHHOM  MHPACTPYKTypbl  Poccunckon  depepauumn,  BbiABMEHbI
HapylleHNs nopsigka OCYLUECTBMEHUS KaTeropupoBaHust W (MnnM)  OBBEKTY
KPUTMYECKON WHAOPMALMOHHON WHAIPACTPYKTYpbl, MpUHaAnexawemMy Ha npase
COBCTBEHHOCTU, apeHabl UM MHOM 3aKOHHOM OCHOBaHUW CYOBHLEKTY KpUTUYECKOWN
NMHJPOPMaLIMOHHOW MHPPACTPYKTYPbI, HEMPaBUIbHO MPUCBOEHA OL4HA U3 KaTeropum
3Ha4YMMOCTU U (M) HEOH6OCHOBAHHO HE NMPUCBOEHA HN OfHA U3 TaKUX KaTeropum u
(M) cyObEKTOM KPUTMYECKON MHAOPMALIMOHHOM MHAPPACTPYKTYpPbI NpeacTaBeHbl
HenorHble U (UNK) HEQOCTOBEPHbIE CBEAEHUS O pesyrbTaTtax NPUCBOEHUS TakoMy
00BEKTY KPUTUYECKON WMHCPOPMAaLMOHHON WHEPACTPYKTYpbl OOHOW W3 KaTeropum
3Ha4YumMocTn nMmMbo 06 OTCYyTCTBMM HEODXOOMMOCTWU MPUCBOEHUS eMy OOHOW U3
TaKnx Kateropumn, dpegepasibHbI OpraH UCMONHUTENBHOM BIlaCTU, YNONTHOMOYEHHbIN
B obnactnu obecnevyeHna 6e30MacHOCTU  KPUTMYMECKOW  MHPOPMaLMOHHON
MHGppacTpykTypbl Poccunckon Pepepaummn, B LOECATUOHEBHbIM CPOK CO [OHSA
NOCTYNMEeHUs npeacTaBfieHHbIX CBEOEHUW BO3BpallaeT uMX B NMUCbMEHHOM BuAae
CYObEKTY KPUTUYECKON MHGOPMALMOHHON MHAPACTPYKTYpbl C MOTMBUPOBAHHbLIM
060CHOBaHWEM NpUYNH BO3BpaTa.

9. Cy6BbeKT KpUTnyeckon NHopMaLMOHHON MHAPPACTPYKTYPbl NOCse NonyYyeHus
MOTMBUPOBAHHOIO 060CHOBaHNA MPUYMH BO3BpaTa CBEAEHUN, yKa3aHHbIX B YacTn 5
HaCTOsILLEN CTaTby, He Boree YeM B OeCATUAHEBHbLIN CPOK YCTPAHAET OTMEYEHHbIE
HegoCTaTKM M MOBTOPHO HanpaBrsieT Takne cBedeHus B doefeparbHbl opraH
MCMOSMHUTENBbHON  BfAacTW,  YNOMIHOMOYEHHLIN B obnactn  obecneyeHud
6e30nacHOCTU KPUTUYECKON WHAOPMAaLMOHHOM UHppacTpyKTypbl Poccumrckon
denepaumn.

10. CBegeHna o006 OTCYTCTBUM HEOBXOAMMOCTM MNPUCBOEHUSI OOBEKTY
KPUTUYECKON NHPOPMAaLIMOHHOW MHAPACTPYKTYPbl O4HOW U3 KaTeropmim 3Ha4nmMoCTn
nocrne WX MNPOBEPKU HanpaenalTcs depepanbHbiIM OpraHoM  MCMOSTHUTESTbHOM
BNacTW, YNOfIHOMOYEHHbLIM B obnactn obecneveHnss 6€30nacHOCTU KPUTUYECKOWN
MHJpOpPMaLIMOHHOW MHAPaCTPYKTYpbl Poccunckon denepaunn, B rocyaapCTBEHHYHO
cuctemy obHapyxeHusi, npeaynpexgeHus 1 NMKBMgauuMmM  NoCcneacTBui
KOMMbIOTEPHbIX aTtak Ha MHGOpMaLMOHHbIe pecypcbl Poccuinckon depepauum, o
YyeM B [OECATUOHEBHbIN  CPOK  yBEOOMASIETCA  CYOBEeKT  KpUTUYEeCKom
MHJPOPMaLIMOHHOW MHAOPACTPYKTYpbI.

11. B cnyyae HenpeacTtaBreHUA CYObBbEeKTOM KPUTMYECKON MHAOoPMaLNOHHOM
MHPPaCTPYKTYpPbl CBEAEHUW, YKasaHHbIX B 4YacTu S HacTodAwen cTaTtby,
denepanbHbIA  OpraH UCMOMHUTENBbHOW BracTW, YMNOMHOMOYEHHbLIM B oObracTu
obecrneyeHna 6e30MacHOCTU KPUTMYECKOM WHAOPMAaLMOHHOM MHAPACTPYKTYPbI
Poccuinckon denepaumm, HanpaBnseT B agpec ykasaHHOro cybbekta TpeboBaHmne
0 HeobXxoaMMOCTKN COBMIOOEHUNSA MONOXKEHUN HACTOSALLEN CTaTbMW.



12. KaTteropusi 3Ha4MMOCTU, K KOTOPOMN OTHECEH 3HAYMMbIN OO BEKT KPUTUYECKON
NHPOPMALMOHHON  MHAPPACTPYKTYpPbl, MOXeT OblTb U3MEHeHa B MOPSKE,
npenycMOTPEHHOM LS9 KaTeropupoBaHus, B Crie4yroLmx Criydasx:

1) N0 MOTMBMPOBAHHOMY peLleHno defeparnibHOro opraHa WCMNOSHUTENLHON
BNacTW, yNofIHOMOYeHHOro B obnactn obecneveHnss 6€30nacHOCTN KPUTUYECKOWN
MHJpOPMaLIMOHHOM  MHppacTpykTypbl Poccuinckon denepaunn, MPUHATOMY MO
pesyrnbTatam NPOBEPKY, npoBeaeHHOM B pamMKax OCYLLECTBIIEHN
roCya4apCTBEHHOro KOHTponsa B obnactn obecrneyeHns 6e30nacHOCTU 3HAYMMbIX
006 BEKTOB KPUTUYECKON MHPOPMALMOHHON MHAPACTPYKTYPbI;

2) B Cllydae M3MEHEHMs] 3HAYMMOro ODbeKTa KPUTUYECKOM WHEpopMaLMOHHOW
MHPPACTPYKTYpbl, B  pe3ynbTate  KOTOPOro  TakoW  ODbekT  nepecTtarn
COOTBETCTBOBATb KPUTEPUAM 3HAYMMOCTM M MoKasaTensaM WX 3Ha4YeHuu, Ha
OCHOBaHMM KOTOPbIX eMy Bblna NpMcBOeHa onpeaeneHHas Kateropnsa 3Ha4YMMoCTw;

3) B CBSA3NM C JMKBMOAUMEN, peopraHusaumen CcybbekTa KpUTUYECKOW
NHCPOPMAaLMOHHON MHAPACTPYKTYPbl U (MrM) M3MEHEHMEM €ro OopraHuM3aLMoHHO-
NpaBoBON (OPMbI, B pesynbTarte KOTOpbIX OblfiM M3MEHEHbl MO0 yTpayeHbl
NpU3HaKM cybbeKTa KpUTUYECKON MHApOpMaL MOHHON MHAPPACTPYKTYPLI.

CtaTbs 8. PeecTp 3HaYNMbIX OO BLEKTOB KPUTUYECKOMN
MHOpPMaLMOHHOU MHPPACTPYKTYPbI

1. B uenax y4yeTa 3Ha4YMMbIX OOBEKTOB KPUTUYECKOM WHEpOpMaLMOHHON
NMHJPPaCTPYKTYpPbI hefepanbHbIn opraH UCNOSTHUTENbHOW BracTn, YNOSTHOMOYEHHbIN
B obnactu obecnevyeHna 6e30MacHOCTU  KPUTMYMECKOW  MHGPOPMaLMOHHON
NHppacTpykTypbl Poccuinckon depepaunn, BeoeT peecTp 3HAYMMbIX OOBHEKTOB
KPUTMYECKON MHPOPMAaLIMOHHON MHAIPACTPYKTYpPbl B YCTAaHOBIEHHOM UM nopsiake. B
AaHHbIN PEECTP BHOCATCSA criefyloume CBeeH s :

1) HauMeHoBaHME 3Ha4YUMOro obbekTa KPUTUYECKOW WUHEpopMaLMOHHOW
NHJPPaCTPYKTYpbI;

2) HaMMeHoOBaHWe cybbeKkTa KpUTNYECKON MHAOPMAaLMOHHOM MHAPACTPYKTYPbI;

3) cBedeHMs O B3aMMOOEWCTBMM  3HAYMMOro OBbeKkTa  KpUTMYECKOW
MHJPOPMaLIMOHHOW MHAPACTPYKTYPbI U CETEN ANEKTPOCBA3N;

4) cBegeHus O nuue, IKCNyaTUMPYHOLWEM 3Ha4YUMbI ODBEKT KPUTUYECKOM
MHJPOPMaLIMOHHOW MHAOPACTPYKTYpbI;

5) Kateropusi 3HaA4YMMOCTK, KOTopad [MPUCBOEHA 3HAYMMOMY OOBEKTY
KPUTUYECKON MHCPOPMAaLIMOHHON NHAIPACTPYKTYPbI;



6) cBedeHMa O nMporpaMMHbIX WM MporpamMHoO-annapaTHbIX CpeacTsBax,
MCMOMb3YEMbIX Ha  3HAYMMOM  ODObBbEKTE  KPUTMYECKOW  MHAOpMaLNOHHOM

NHJPPaCTPYKTYpbI;

7) Mepbl, NpUMeHsieMble Ans obecneyeHns 6e30NacHOCTM 3HAYMMOro ObbeKTa
KPUTUYECKON MHEPOPMAaLIMOHHON NHAIPACTPYKTYPbI.

2. CBegeHnst n3 peectpa 3Ha4MMbIX OOBEKTOB KPUTUYECKON MH(POPMaLMOHHON
NHPPACTPYKTYPbl HaNpPaBfslTCA B rOCYQAPCTBEHHYKD CUCTEMY OBHapyxeHus,
npegynpexageHuss 1 - NMkBugaumm  NocregcTBUM  KOMMbIOTEPHbIX aTak  Ha
MHJpopMaLMoHHbIE pecypcbl Poccuinckon ®enepaumn.

3. B cnyyae ytpatbl 3Ha4YMMbIM OOBLEKTOM KPUTUYECKOW WHCpOpMaLMOHHON
NMHPPACTPYKTYPbl KAaTeropum 3Ha4MMOCTM OH UCKItoHaeTcsa degeparnbHbiM OpraHoMm
MCMNOSHUTENBbHON  BflacTW,  YMNONMHOMOYEHHbIM B obractm  obecneyeHud
6e30onacHOCTU KPUTUYECKON WHAOPMAaLMOHHOM UHpacTpyKTypbl Poccumrckon
denepaumnn, M3 peecTtpa 3HAYMMbIX OOBEKTOB KPUTUYECKOM WHGOPMALMOHHOWN

NHJPPaCTPYKTYPbI.

Ctatba 9. [lpaBa 1 06513aHHOCTU CYOBHLEKTOB KPUTUYECKOMN
MHOpPMaLMOHHOU MHPPACTPYKTYPbI

1. CyObeKTbl KpUTUYECKOMN MHGOPMALMOHHOW MHAPACTPYKTYPbl UMEKOT MpaBo:

1) nonyyaTb OT (pegepanbHOrO opraHa  UCMOMHUTESNbHOW  BacTM,
YrNOfHOMOYEHHOTO B obnactm obecneyeHns 6e30MacHOCTU  KPUTUYECKOM
MHJpOpMaLMOHHOM  MHAPacTpyKkTypbl Poccuinckon ®epepaumm, uvHGOpMaLumio,
Heobxoanmyto Ans obecneyeHns 6e30NacHOCTM 3HAYMMbIX OO BEKTOB KPUTUYECKOM
MHPOPMALIMOHHOM  MHAPACTPYKTYpbl,  NpUHaAfexawmx uMM  Ha  npase
cobCTBEHHOCTU, apeHabl UM MHOM 3aKOHHOM OCHOBaHuK, B TOM vucre 06 yrposax
6esonacHocTn obpabaTbiBaeMon TakuMmm obbekTamMmn MHGopMaLum U yss3BUMOCTH
nporpaMmmHoro obecneyeHusi, obopyaoBaHUS M TEXHOSOMMIW, UCMNOMb3yeMbIX Ha
Taknx oobekTax;

2) B nopsigke, YCTaHOBIIEHHOM dedeparibHbiM  OpraHOM  UCMOSHUTENbHOW
BNacTW, YNOSHOMOYEHHbIM B obractu obecneyeHus  (PyHKLMOHMPOBAHUSA
rOCYO4apCTBEHHOM CUCTEMbI OBHapyXeHuda, npegynpexoeHns u  nvkeuagaumm
NnocregcTBUA KOMMbIOTEPHbLIX aTak Ha MHOpMaLUWOHHbIE pecypcbl Poccumnckon
®epepaunn, nonyvyatb OT YKa3aHHOIO oOpraHa WHQOpMaUWK O CcpeacTBax WU
cnocobax npoBedeHUs KOMMbIOTEPHbIX artak, a Takke O MeTogax Wux
npeaynpexaeHnsa n obHapy>eHus;



3) Npu Hanmuuum cornacusa degepanbHOro opraHa MCNOSHUTENbHOM BriacTw,
YNOSTHOMOYEHHbIM B 0bracTn obecnedyeHnsa pyHKLMOHMPOBAHNA roCcyaapCTBEHHOM
CUCTEMbl  ODHapyXeHus, npeaynpexageHna W ukBugauum  NocrneacTBui
KOMIMbIOTEPHbIX aTak Ha MHJopMaumoHHble pecypcbl Poccunckon denepaumu, 3a
CBOW cYyeT npuobpeTtaTtb, apeHaoBaTb, YCTaHaBMMBaTb U OOCnyXMBaTb CPeacTBa,
npeaHasHavyeHHble Ona  OBHapyxeHusi, npegynpexaeHus  u - nMKBugaumm
NOCNEACTBUA  KOMMbIOTEPHbLIX aTak W pearmpoBaHMsi Ha  KOMMbIOTEPHbIE
NMHUMWOEHTDI;

4) paspabaTtbiBaTb UM OCYLWIECTBMATb MEPONPUATUA MO  obecneyeHuro
6esonacHocTH 3Ha4YMMoro obbekTa KPUTUYECKOMn NMHJpopMaLMOHHOM

NHJPPaCTPYKTYPbI.

2. CyObeKkTbl KpUTU4eCKon NHOpPMaLMOHHON MHAPACTPYKTYPbl 0653aHbI:

1) He3amegnmTenbHO MHAOPMUPOBATL O  KOMMbHOTEPHbLIX  UMHUMAOEHTaX
denepanbHbIA  OpraH UCMOSHUTENBbHOW BracTW, YMNOMHOMOYEHHbLIM B ObracTu
obecrneyeHns YHKLMOHUMPOBAHUS TOCYOAPCTBEHHOM CUCTEMbl ODHapyXeHus,
npegynpexgeHuss 1 NMkBugaumm  NocrieqCcTBUA  KOMMbIOTEPHbIX aTak  Ha
NHopMaLMOHHbIE pecypcbl Poccuinckon ®epepaunn, a Takxke LieHTpanbHbIn 6aHK
Poccuinckon ®enepauunn (B criydae, ecnm CyObekT KpUTndeckon nHopmaLMoOHHOM
NHPPACTPYKTYPbl OCYLLECTBNSAET AEATENbHOCTb B OAHKOBCKOW cdepe M B MHbIX
cdepax MHaAHCOBOrO pblHKA) B YCTAHOBSIEHHOM YKasaHHbIM doegdeparnbHbiM
OpraHOM UCMONHUTENbHOW BacTu nopsgke (B 6aHkoBCKom cdepe 1 B MHbIX cdpepax
JoMHaHCOBOro pbiHKA YKa3aHHbIW MOPSAOK YyCTaHaBIMBAETCS MO COracoBaHUIO C
LleHTpanbHbIM 6aHkoM Poccuinckon denepaumm);

2) oKasblBaTb COAENCTBME [AOIPKHOCTHbIM JNuuam  deaeparnbHOro opraHa
MCMNOSHUTENBbHON  BflacTW,  YMONMHOMOYEHHOro B obnactm  obecneyeHud
OYHKLIMOHNPOBAHUS rocyOapCTBEHHOM CUCTEMbI OOHapYXeHUs, NpeaynpexaeHns n
NMKBMOALMM NOCEACTBUMA KOMMbIOTEPHbLIX aTak Ha WMHGOPMaLMOHHbIE pecypcChbl
Poccuinckon depepaumn, B OOHapyXeHUW, npeaynpexaeHnn u nMkeugauum
NOCNEACTBUA  KOMMbIOTEPHbLIX aTak, YCTaHOBMEHUW MNPUYMH U YCIIOBUM
BO3HUKHOBEHUSI KOMMNbIOTEPHbLIX UHLNMOEHTOB;

3) B cny4yae YCTaHOBKM Ha OObeKkTax KpUTUYECKOW WHpopmaLMOHHON
NHPPACTPYKTYPLI cpeacTs, npeaHa3Ha4YeHHbIX ans oBHapyxeHus,
npeaynpexgeHns  u - NMKBMgauum  MNOCNeACTBUA  KOMMNbIOTEPHbIX aTak U
pearpoBaHMsi Ha KOMMbIOTEPHbIE MHUMOEHTbLI, obecneymBaTb BbIMNOSHEHNE
nopsigka, TEXHUYECKUX YCMOBUM YCTAHOBKM M JKCNyaTauum TakUx CPencTtB, WX
COXPaHHOCTb.



3. CybbeKkTbl KpUTUYECKOM MHAOPMAaLMOHHOM MHAPACTPYKTYPbl, KOTOPbIM Ha
npaBe COOGCTBEHHOCTW, apeHAbl WM MHOM 3aKOHHOM OCHOBaHUM NpuHaanexar
3Ha4YUMble OOBEKTbI KPUTUYECKON MH(POPMaLMOHHON WHEPACTPYKTYpbl, Hapsay C
BbIMNOSIHEHMEM ODA3aHHOCTEN, NPEeSYyCMOTPEHHbIX YacTbl 2 HaCTOSILEN CTaTbw,
Takxe 0b6s3aHbl:

1) cobntogatb TpeboBaHuss no obecnedyeHnto 6e30NacHOCTU  3HAYUMbIX
0OBEKTOB KPUTUYECKOM MHAOPMALMOHHON WHMPPACTPYKTYpPbl, YCTaHOBMEHHbIE
deneparnbHbIM OpraHoM UCMNOSIHUTENBHOW BflacTW, YNOSIHOMOYEHHbLIM B ObracTu
obecrneyeHna 6e30MacHOCTU KPUTMYECKOM WHAOPMAaLMOHHOM MHAPACTPYKTYPbI
Poccuinckon denepaunu;

2) BbINOMHATb MpeanucaHns AOOSPKHOCTHLIX nny  doefdepansHOro  opraHa
MCMOSHUTENBbHOW  BlacTK,  YMNONMHOMOYEHHOro B obractm  obecneyeHud
6e30nacHOCTU KPUTUYECKON WHAOPMAaLMOHHOM UHMppacTpyKTypbl Poccumrckon
denepauunn, o6 ycTpaHeHUM HapyLleHMn B YacTu cobnogeHus TpeboBaHui Mo
obecrneyeHnto 6e30MacHOCTM 3HAYMMOro 0obekTa KPUTUYECKON NMHGOPMALMOHHOWN
NHPPACTPYKTYPbI, BblAaHHblIE 3TUMM §fMUaMM B COOTBETCTBUM CO CBOEW
KOMMNETEHLINEWN;

3) pearmpoBaTb Ha KOMMbIOTEPHbIE WHUMAOEHTbI B NOpAgKe, YTBEPXOEHHOM
denepanbHbIM OpraHoM UCMNOSIHUTENBHOW BflacTW, YNOSIHOMOYEHHLIM B ObracTu
obecrneyeHns YHKLMOHMPOBAHUS TOCYOAPCTBEHHOM CUCTEMbl ODHapyXeHus,
npegynpexgeHuss 1 NMkBugaumm  NocriegcTBUM  KOMMbIOTEPHbIX aTak  Ha
MHJpopMaLMOoHHbIEe pecypcbl Poccunckon ®Pepepaumn, npuHUMaTb Mepbl MO
NMKBMOAUWMM MOCNEeACTBMA KOMMBIOTEPHbLIX aTak, MNpOoBeAEHHbIX B OTHOLUEHUU
3Ha4YUMbIX OO BEKTOB KPUTUHECKON MHGOPMALLMOHHOW MHAPACTPYKTYpPbI;

4) obecneynmBatb ©OecnpensaTCTBEHHbIM OOCTYN  AOSPKHOCTHLIM — fvuam
deqepanbHOro opraHa WCNOSIHUTENBHOM BracTW, YMNONHOMOYEHHOro B obracTu
obecrneyeHna 6e30MacHOCTU KPUTMYECKOM WHAOPMAaLMOHHOM MHAPACTPYKTYPbI
Poccuinckon depepauunm, K 3Ha4MMbIM 0O beKTaM KpUTUYECKOM MHGOPMAaLMOHHOWN
NHPPACTPYKTYPbI MpU peanusaumm 3TUMKU M aMmmn NoSIHOMOYUIA, NPeaYCMOTPEHHbIX
ctatben 13 HacToswero PegepansHOro 3akoHa.

Ctatba 10. Cuctema 6e3onacHOCTH 3HAYNMOIO OO bLEeKTa
KpUTU4eckKkon nHdopmaumoHHOU NH(PPaCTPYKTYpbI



1. B uenax obecnevyeHns Ge30nNacHOCTM 3HAYUMOIO ODOBbEKTA KPUTUYECKOW
NHPOPMALMOHHON  UHPACTPYKTYpPbl CYOBHEKT KPUTMYECKOM WHAGOPMaLMOHHOM
NH(PPACTPYKTYpbl B COOTBETCTBMM C TpeboBaHWsSIMM K CO34aHUD CUCTEM
6e3onacHoCTM TakMx OO6BLEKTOB UM obecneyeHuto UX  (PyHKLMOHMPOBaHUS,
YTBEPXKOEHHBIMN deaepanbHbIM opraHom NCMNONHUTENBHOWN BNacTw,
YrNOMHOMOYEHHbIM B obnactm obecneyeHns 6e30MacHOCTU  KPUTUYECKOM
NMHJpopMaLMOHHOM MHAGPacTpPyKTypbl Poccunckon depepauunn, cosgaeTr cuctemy
B6esonacHocTK Takoro o6bekTa n obecnednBaeT ee (PyHKLMOHMPOBAHME.

2. OCHOBHbIMM 3aga4aMm cuUCTeMbl 0Oe3onacHOCTM 3HayMmoro obbekTa
KPUTMYECKON NHEPOPMAaLIMOHHON MHAPACTPYKTYPbl ABSAOTCS:

1)  npegoTBpalleHMe  HenpaBOMEPHOro  AocTyna K MHdopmaumu,
obpabaTbiBaeMoOM  3HAaYMMbIM  OOBLEKTOM  KPUTUYECKOW  MHGOPMALMOHHOWN
MHPPACTPYKTYPbl, YHUMTOXEHUS Takon uHopMauun, ee mMoauuumpoBaHus,
6r1oKMpoBaHUS, KONMPOBaHWS, NPeLOCTaBIEHUs U pacipOCTPaHEHUS, a TaKXe NHbIX
HenpaBOMEPHbIX 4ENCTBUN B OTHOLLEHMM TakoW MHJpopMaLmu;

2) HegonyweHne BO3AEUCTBUA HaA TexHUYeckue cpeactea o06paboTku
NHopMaL MK, B pesyrnbTate KOTOPOro MOXeT OblTb HapyLLEHO U (MNK) NpeKkpaLleHo
OYHKUMOHUPOBAHME  3HAYMMOrO  OObeKkTa  KpUTMYEeCKOW  MHGOPMAaLMOHHOWM

NHOPPaCTPYKTYpbI;

3) BoOccTaHoBneHve QYHKLUNOHNPOBAHUS 3HAYMMOrOo 0ObeKkTa KPUTUYECKOW
NHCPOPMAaLMOHHON MHAPACTPYKTYpbl, obecrnednBaemMoro B TOM 4YUCIie 3a CYeT
CO3aHus U XpaHEHUST pe3epBHbIX KOMuin HeobxoanumMom anst 3Toro nHopmMauuu;

4) HenpepbIBHOE B3aMMOAENCTBUE C rOCYAapPCTBEHHOM CUCTEMON OOHapPYKEHWS,
npegynpexageHuss 1 - NMkBugaumm  NocrieqCcTBUA  KOMMbIOTEPHbIX aTak  Ha
MHJpopMaLMOHHbIE pecypcbl Poccuinckon ®enepaumn.

Ctatbs 11. TpeboBaHuMsA No obecnevyeHNo 6e30MNacHOCTU
3HAaYUMbIX OO BLEKTOB KPUTUYECKON MH(DOPMaLLIMOHHOW

MHPaACTPYKTYPbI

1. TpeboBaHna no obecrneyeHnto 6e30MaCHOCTU 3HAYUMbIX OOBLEKTOB
KPUTUYECKOMN NHJpOpMaLIMOHHOW NH(PPaCTPYKTYPbI, ycTaHaBnMBaemble
deneparnbHbIM OpraHoM WCMNOSIHUTENBHOW BflacTW, YNOSIHOMOYEHHLIM B ObracTu
obecrneyeHna 6e30MacHOCTU KPUTMYECKOM WHAOPMAaLMOHHOM MHAPACTPYKTYPbI
Poccuickon ®epepauun, OuddepeHUnpyroTca B 3aBUCUMOCTM OT  KaTeropum
3HAaYMMOCTU OOBEKTOB KPUTUHECKON MHAPOPMALMOHHON MHAPACTPYKTYPbl U 3TUMMK
TpeboBaHMsIMKN NpeaycMaTpmBaloTCS:



1) nnaHupoBaHue, pas3paboTka, COBEPLUEHCTBOBAHWE W  OCYLUECTBMEHME
BHeApPEeHNa MeponpusaTvii no obecnedeHnto 6e30nacHOCTU 3HAYMMbIX OOBLEKTOB
KPUTUYECKON MHEPOPMAaLIMOHHON NHAIPACTPYKTYPbI;

2) NPUHATUE OpraHU3auMOHHBLIX W TEeXHUYECKUX Mep ana  obecneyeHus
6esonacHocTU 3Ha4YNMbIX 06beKTOB KPUTUYECKOMN NMHJpopMaLMOHHOM

NHPPaCTPYKTYpbI;

3) yCTaHOBIIEHNE NapamMeTpoB N XapakTEPUCTUK NPOrPaMMHbIX U MporpamMMHO-
annapaTtHbIX cpeacTs, NpUMeHsieMblx Ans obecneyeHns 6e30MacHOCTM 3HAYUMbIX
06 BEKTOB KPUTUYECKON MHPOPMALMOHHON MHAPACTPYKTYPbI.

2. [ocynapCTBEHHbIE OpraHbl 1 POCCUNCKUE ropyanyYecKkme nmua, BbINosHAWme
dyHKUMM no pa3paboTke, NPOBEOEHUMIO WM peanu3aunn rocygapcTBEHHOM
NOMMTUKN N (UNN) HOPMATUBHO-NPABOBOMY pPEryrMpoBaHUi0 B YCTaHOBJIIEHHOM
cepe OedATenbHOCTW, MO  CcorrnacoBaHuMK C  doefepalribHbiM - OpraHoMm
MCMOSHUTENBbHOW  BflacTW,  YMNONMHOMOYEHHbIM B obractm  obecneyeHud
6e30nacHOCTU KPUTUYECKON WHAPOPMALMOHHOM WHMpacTpyKTypbl Poccumrckon
denepauunyn, MOryT  ycTaHaBMBaTb  AOMNOSMHUTENbHbIE  TpeboBaHuMs  NO
obecrneyeHnto 6e30nNacHOCTN 3HAYNUMbIX OO BEKTOB KPUTUHECKON MHGOPMALMOHHOWN
NHPPACTPYKTYPbI, cogepaume 0COOEeHHOCTN OyHKLIMOHNPOBAHUS TakNX 00 beKTOB
B YCTaHOBIIEHHOU coepe AeATernbHOCTI.

Ctatbsa 12. OueHKa 6e30nacHOCTU KPUTUYECKON
MHOpPMaLMOHHOU MH(PPACTPYKTYPbI

1. OueHka 6e30MacHOCTU KPUTUYECKOM MHAOPMALMOHHON WMHMPACTPYKTYpbI
OCYLLECTBIIAETCS doegepanbHbIM OpraHom NCMNOSTHUTESTbHOW BlacTy,
YNOSMHOMOYEHHbIM B 0bracTn obecnedeHnsa pyHKLMOHMPOBAHNA roCcyaapCTBEHHOM
CUCTEMblI  ODHapyXeHus, npeaynpexageHna W ukBugauun  NocrneacTBui
KOMMbIOTEPHbIX aTtak Ha MHGOPMaLUWOHHbIE pecypcbl Poccuinckon depepauunn, B
Lensax npOrHO3MPOBaHUA BO3HMKHOBEHUS BO3MOXHbIX Yrpo3 ©e3onacHoCTu
KPUTUYECKON  MHAIOPMALIMOHHON  MHAPACTPYKTYpbl U BbIPabOTKM Mep Mo
NOBbILWEHND YCTONYMBOCTU ee (PYHKLMOHNPOBAHNA MPU NPOBEAEHUM B OTHOLLEHUN
ee KOMMbIOTEPHbIX aTak.

2. MNpn ocyLecTBNEHNN OLLEeHKM 6e30nacHOCTN KPUTUYECKON UHEpopMaL,MOHHOW
NMH(PPaCTPYKTYpPbl MPOBOAUTCS aHamnms:

1) AaHHbIX, NOy4aeMblX NPY UCMNOMb30BaHUN CPEeACTB, NpeaHasHaYeHHbIX A5s
oBHapyXeHus, npegynpexaeHns u nMKemMaaumm nocneacTBUN KOMMNbIOTEPHbBIX aTak
N pearMpoBaHUs Ha KOMMbIOTEPHbIE WHUWMOEHTbI, B TOM 4uCre WHJopmauum o
HamMuYMnm B CeTAX  3NEKTPOCBA3WM,  UCMOMb3yeMblX  OSI9  opraHusauum
B3aUMOLENCTBUS OOBEKTOB KPUTUYECKON MHAOPMALMOHHON UWHAPACTPYKTYpbI,
NPWU3HaKOB KOMMbIOTEPHbIX aTak;



2) HdopMaLmn, npeacTaBnseMon cybbekTaMmm KpUTUYeCKom MHopmaL,MOHHOW
MHPPaCTPYKTYpbl M doedeparnbHbIM - OpraHoM  UCMOSTHUTENbHOW — BRacTw,
YrNOMHOMOYEHHbIM B obnactm obecneyeHnss 6e30MacHOCTU  KPUTUYECKOM
MHJpOpMaLMOHHOW MHPaACTPYKTYypbl Poccurckon Penepauymm, B COOTBETCTBUN C
nepevyHeM wMHdopmMaumm n B nopsiake, onpegensembiMn doefeparibHbiM OpraHoMm
MCMNOSHUTENBbHOW  BflacTW,  YMNONMHOMOYEHHbIM B obrnactm  obecneyeHud
OYHKLIMOHNPOBAHUS rocy4apCTBEHHOM CUCTEMbI OOHapYXeHUs, NpeaynpexaeHns n
NMKBMOAUUM MOCHEACTBUMUA KOMMbIOTEPHBIX aTak Ha WHJOPMaUMOHHbIE pecypcChl
Poccuinckon Pepepaunn, a TakKke WHbIMA He ABNSWMMUCA CyObekTamm
KPUTMYECKON MHPOPMALIMOHHOW MH(PPACTPYKTYpbl OpraHaMmy U opraHusauunsamu, B
TOM YUMCII€ MHOCTPaHHbLIMU U MEXOYHaPOAHbIMU;

3) cBedeHun, npeacTaBfseMblX B roCygapCTBEHHYKO CUCTEMY ODHapyXeHus,
npeaynpexgeHns  n - NMKBugauum MNoCreacTBUA  KOMMbIOTEPHbLIX aTak  Ha
MHJpopMaLMoHHble pecypcbl Poccuinckon depepaumm no mutoram MpoBedeHus
roCcy4apCTBEHHOro KOHTponsa B obnactn obecrneyeHns 6e30nacHOCTU 3HAYUMMbIX
OOBEKTOB  KPUTUYECKON WHAOPMALMOHHOM  WMHMPPACTPYKTYpbl, O HapyLleHUn
TpeboBaHMn No obecneyeHnto 6e30MacHOCTU 3HAYMMbIX OOBEKTOB KPUTUYECKOW
MH(POPMALIMOHHOM  MHAOPaACTPYKTYpbl, B  pes3yrnbTarte KOToporo Cco3[arTcs
NpeanocbISIKU BO3HUKHOBEHMSI KOMMbIOTEPHBIX NHLMAEHTOB;

4) nHon mHdopmaumu, nonydyaemon defeparnbHbIM OpraHoM MCMOSTHUTESTbHOM
BNacTW, YNOSHOMOYEHHbIM B obractu obecneyeHus  (PyHKLMOHMPOBAHUSA
rOCyO4apCTBEHHOM CUCTEMbI OBHapyxeHusa, npegynpexoeHns u  nvkeugaumm
NnocreCcTBUA KOMMbIOTEPHbLIX aTak Ha MH(OPMaUWOHHbIE pecypcbl Poccumnckon
depepauymn, B COOTBETCTBUKN C 3aKoHoAaTenNnscTBOM Poccurckon degepavmn.

3. nga peanusauunn norioXXeHnn, npeaycMoTPeHHbIX YacTaMn 1 1 2 HacToALLEN
cTatbn, deegeparnbHblA OpraH WCMONHUTENbHOM BflacT, YMNOSIHOMOYEHHbIN B
obrnactm  obecnedeHna  (PYHKUMOHMPOBAHUS  rOCYJapCTBEHHOW  CUCTEMBbI
oBHapyXeHus, npenynpexaeHns u nMKemMgaumm nocneacTBUn KOMMNbIOTEPHbIX aTak
Ha MHJpopMaLunoHHbIe pecypcbl Poccuinckon depepaumm, opraHM3yeT YCTaHOBKY B
CeTAX ANIEKTPOCBA3N, UCMOMb3YeMbIX 451 OpraHn3au M B3auMo4encTBnst OO bEKTOB
KPUTUYECKON MHGOPMALMOHHON WHAPACTPYKTYpbl, CPeAcTB, MpegHasHayYeHHbIX
ANs1 NOUCKa NPU3HaKoB KOMMbIOTEPHLIX aTak B TAKNX CETAX ANIEKTPOCBSA3N.



4. B uenax paspaboTkm Mep MO COBEPLUEHCTBOBaHUIO ©e30nacHOCTU
KPUTMYECKON  MH(POPMAaLMOHHOM  MHAQOPACTPYKTypbl  dpedeparnbHbi - OpraH
NCMOSHUTENbLHOM  BNAacTW,  YMONMHOMOYEHHbIN B obractm  obecneyeHus
PYHKLLMOHNPOBAHUA rOCYAAaPCTBEHHOW CUCTEMbI OOHapYXeHus1, NpeaynpexgeHns n
NMKBMOAUUM MOCHEACTBUMMA KOMMbIOTEPHBIX aTak Ha WHJOpPMauMOHHbIE pecypcChl
Poccuickon ®epepauun, HanpasnseT B egeparnbHbii OpraH MCMOSHUTENbHON
BrnacTu, YNOSIHOMOYEHHbIN B obnactu obecneveHns 6e30MacHOCTU KPUTUYECKON
MHJpOPMaLIMOHHON  MHGppacTpyKTypbl  Poccuimnckon ®depepauumn, pesyrbraTthl
OCYLLECTBIIEHNA  OUeHKM  Be3onacHOCTU  KpUTUYECKOM  MHGOPMAaLMOHHOWN

NHJPPaCTPYKTYPbI.

Ctatba 13. FlocyaapcTBeHHbIN KOHTPOJSIb B ob6nacTtu
obecneyvyeHuss 6e3onacHOCTU 3HAYUMBbIX OO BHEKTOB
KpUTU4ecKkon nHdopmaumoHHOU NH(PPACTPYKTYpbI

1. locygapCTBEHHbLIM KOHTporb B obractu obecnedyeHna 6e3onacHOCTH
3Ha4YUMbIX  OBBLEKTOB  KPUTUYECKOM  MHAOPMALMOHHOM  MHAPACTPYKTYPbI
NpoBOANTCA B Uensax nNpoBepkn cobnogeHns cybbekTamyn  KpUTUYecKom
NHCPOPMAaLMOHHON MHAPACTPYKTYPbl, KOTOPbLIM Ha nNpaBe COH6CTBEHHOCTU, apeHabl
WM MHOM 3aKOHHOM OCHOBaHWM MpUHAaANexaT 3HayMMble OOBEKTbl KPUTUYECKOM
NHPOPMAaLMOHHON UMHAPACTPYKTYpbl, TpeboBaHWUW, YCTAHOBMEHHbIX HACTOSLMM
®epeparnbHbIM 3aKOHOM U MPUHATBIMA B COOTBETCTBMM C HUM HOPMaTMBHbLIMU
NpaBOBbIMN aKTamMu. YKa3aHHbI roCy4apCTBEHHbBIN KOHTPOSb NPOBOAUTCA MyTeM
OCYLLECTBIIEHN doepepanbHbIM OpraHom NCMNOSTHUTENTbHOW BNacTw,
YrNOTHOMOYEHHbIM B obnactm obecneyeHnss 6e30MacHOCTU  KPUTUYECKOM
MHJpOPMaLIMOHHON  MHAPACTPYKTYypbl Poccunckon ®degepauumun, MMaHOBbIX WK
BHEMNJTAHOBbLIX MPOBEPOK.

2. OcHoBaHneM and ocyLwiecTBJIeHUA nnaHoBoOu NPOBEPKN ABINAETCA UCTevHeHune
Tpex neTt co AHA:

1) BHeceHusi cBegeHun o006 o06bekTe KpPUTMYECKOW WHEpopmaLMOHHON
NHPPACTPYKTYPbl B PeecTp 3HaYMMbIX OOBEKTOB KPUTUYECKOM MHAGOPMAaLMOHHOM

NHJPPaCTPYKTYpbI;

2) OKOHYaHWA OCYLUECTBIEHUA MocrefHen nraHoBOWM MPOBEPKM B OTHOLLEHUU
3Ha4YMMOro o6 bLEKTa KpUTUHECKON MHEpOpMaL MOHHON MHAPPACTPYKTYPLI.

3. OcHoBaHMeM AN OCYLLECTBIIEHMS BHEMNNAHOBOW MPOBEPKU SIBIIAETCS:



1) ucTevyeHne cpoka BbIMOSHEHUA CYOBEKTOM KPUTUYECKOW WHEpopMaLMOHHOW
NMHPPaCTPYKTYPbl Bbl4AHHOIMO deaeparnbHbiM OpraHOM UCMOSHUTESNTbHOW BracTw,
YrNOMHOMOYEHHbIM B obnactm obecneyeHnss 6e30MacHOCTU  KPUTUYECKOM
NHopMaLMoHHON MHAGPacTpPyKTypbl Poccunckon depepaumn, npegnucaHns ob
YCTPAQHEHUN  BbISIBMIEHHOrO  HapyweHua  TpeboBaHuMn nNo  obecnedeHuto
6esonacHocTU 3Ha4YNMbIX 06beKToB KPUTUYECKOMN NMHJpopMaLMOHHOM

NHJPPaCTPYKTYpbI;

2) BO3HUKHOBEHME KOMMbLIOTEPHOIO WHUMAEHTA, MNOBJIEKLIErO0 HeraTuBHbIE
NOCNeAcTBUA, Ha  3HAYMMOM  OBBLEKTE  KPUTMYECKOM  MHAOpMaLNUOHHOM

NHJPPaCTPYKTYPbI;

3) npukasz (pacnopsbkeHue)  pykoBoauTens  dpegeparnbHOro  opraHa
MCMOSHUTENBbHOW  BlacTK,  YMNONMHOMOYEHHOro B obractm  obecneyeHud
6e30nacHOCTU KPUTUYECKON WHAOPMAaLMOHHOM UHMppacTpyKTypbl Poccumrckon
denepaunn, n3gaHHeIn B COOTBETCTBUM C nopyyveHnem lpesngeHta Poccurckon
®epnepaunn mnnm lMNpasutensctBa Poccunckon depepaumm nmbo Ha OCHOBaHUM
TpeboBaHMst npokypopa 06 OCYLIECTBMEHUN BHEMMAHOBOW MPOBEPKM B pamKax
npoBegeHNss Haas3opa 3a WCMOSMIHEHMEM 3aKOHOB MO MOCTYNUBLUMM B OpraHbl
NPOKypaTypbl Matepuanam u obpaLLeHusM.

4. o vtoram nnaHoOBOM WUNN BHEMNJTAHOBOW MpoBepKn drefiepasibHbIM OpraHoM
MCMOSHUTENBbHON  BflacTW,  YMNONMHOMOYEHHbIM B obrnactm  obecnedyeHud
6e30nacHOCTU KPUTUYECKON WHAOPMAaLMOHHOM WMHpacTpyKTypbl Poccumrckon
depepaunn, COCTaBMAETCA akT MPOBEPKU MO YTBEPXKOEHHOW yKa3aHHbIM OpraHoM

doopme.

5. Ha ocHoBaHWM akTa NpoBEPKK B Crlydae BbisIBIIEHUSA HapyLLeHus TpeboBaHuK
HacTosiwero ®efepanbHOrO 3akoHa WM MNPUHATLIX B COOTBETCTBUM C  HUM
HOPMaTUBHbBIX MPaBOBbLIX aKTOB MO obecnevyeHnto ©Oe30MacHOCTU  3HAYUMbIX
0O BEKTOB KPUTMYECKON MHGOPMALMOHHON MHAPACTPYKTYpbl heaepanbHbli opraH
MCMOSHUTENBbHON  BfAacTW,  YNOMHOMOYEHHLIN B obnactn  obecnedyeHud
6e30nacHOCTM KPUTUYECKON WHAOPMALMOHHOM UHMppacTpyKTypbl Poccumrckon
denepauunn, BblgaeT CyOBHEKTY KPUTUYECKOW MHAOPMAaLNOHHOM MHAPACTPYKTYPbI
npeanucaHne ob ycTpaHeHUU BbISABMEHHOMO HapyLleHUsl C yKa3aHWMEM CPOKOB €ro
yCTpaHeHus.

CtaTtbs 14. OTBeTCTBEHHOCTb 3a HapylLueHue TpeboBaHUN
Hactosuwero ®eagepanbHOro 3aKkoHa U NPUHATbLIX B
COOTBETCTBUM C HUM UHbIX HOPMAaTUBHbIX NPaBOBbIX aKTOB

HapyweHune TpeboBaHun HacTosiwero deneparnbHOro 3akoHa M MPUHATLIX B
COOTBETCTBUM C HUM WHbIX HOPMATUBHbLIX MPABOBbLIX aKTOB BMe4vyeTr 3a cobown
OTBETCTBEHHOCTb B COOTBETCTBUM C  3akoHoaatenbcTtBoM Poccumnckoun
depepaumn.



CrtaTtbsa 15. BcTynneHue B cuny HacTosLwero
dPepgepanbLHOro 3akoHa

HacToswmin ®enepanbHbin 3aKoH BCTynaeT B cuny ¢ 1 auBaps 2018 roga.

[Mpe3ngeHT
Poccuinckon ®egepauunm
B.MyTuH

MockBa, Kpemnb
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