MupopManuoHHasi MaMsITKa IJIs1 00yYaIOIIHUXCS IS
pa3MelnIeHus1 Ha opunmuaabHbIXx UHTEpHET-pecypcax

C KaXOpIM TOOOM MOJIOOEeXH B MHTEPHETE CTAaHOBUTLCS OOJbIEe, a
IITKOJIbHUKY OJHU M3 CAaMEIX aKTHBHEIX ITOJIb30BaTeel PyHeTa. MexnOy TeM,
IIOMHMO OTPOMHOTO KOJIMYEeCTBA BO3MOXKHOCTEHM, HWHTEPHET HeceT u
nmpo0OeMbl. DTa MaMsATKa [OOIXKHA ITOMOYb Tebe 6e30IacHO HAaXOOUTHCS B
CeTH.

KoMnbioTepHBIE BUPYCHI

KOMITbIOTEPHBIM BUPYC - 9TO PA3HOBUOIHOCTH KOMIIBIOTEPHBIX MIPOrPaMM,
OTIUYUTETIPHOX OCOOEHHOCTBIO KOTOPOM  SIBIISIETCS  CIHOCOOHOCTh K
pa3MHOXKeHUI0. B OomomHeHMe K 3TOMY, BHUPYCHl MOTYT IIOBPEOUTH WU
IIOJTHOCTBIO YHUYTOXUTH Bce ((aiabl W OaHHBIE, ITOOKOHTPOJILHBIE
II0JIb30BaTEI0, OT WMEHW KOTOporo Onljla 3alylleHa 3apaxKE€HHas
IIporpaMMa, a TaKxXe IIOBPEeOuTh WM HaXKe YHUYTOXKUTH ONepPaloOHHYIO
cucteMy co BceMu ¢aiiamMu B 1eJIoM. B OOJBIIMHCTBE CIIy4aeB
PacOpoCTPaHSIOTCS BUPYCH Yepe3 UHTEPHET.

MeTomObl 3alUTHL OT BPEOOHOCHBEIX ITPOTrPaMM:

1. Vcrionnb3y¥ COBpEMEHHEBIE OIlepPallMOHHBIE CUCTEMBI, UMEIOIIINE CEPhE3HBIN
YPOBEHDb 3alllUTHl OT BPEOOHOCHEIX IIPOrpaMM;

2. TlocTtosHHO YycTaHaBnIWBauW madyTHu (UM(POBEIE 3alljylaTKH, KOTOPHE
aBTOMAaTHWYECKHN YCTaHaBIMBAIOTCS C ILIE€IbI0 JOPAOTKHU IPOrpaMMbl) U APyTUe
OOHOBJIEHUS CBOEMW OmIepalnuoHHOM cuctemMbl. CKauMBall HUX TOJIBKO C
opuinmanrHOro camnrta palpaborumka OC. Ecmu cCyliecTByeT pexXuM
aBTOMAaTHUYECKOT0 OOHOBJIEHHUS, BKJIIOUM €T0;

3. PaGorali Ha CBOEM KOMIIBIOTEpPE TIOI IIpaBaMM IIOJIb30BaTEJlsd, a He
aOMUHUCTPATOpPa. ITO HEe MO3BOJIUT OONBIIMHCTBY BPEOOHOCHBLIX IIPOTpPaMM
MHCTAJIJIMPOBATLCS Ha TBOEM IIEPCOHAIBHOM KOMITLIOTEPE;

4. Wcnonp3yd aHTUBUPYCHBEIE IIPOTPAMMHBIE MPOOYKTHEI HM3BECTHBIX
ITPON3BOAUTENIEN, C aBTOMAaTUYeCKUM OOHOBJIeHHEM 0a3;

5. OrpaHuYb pU3NUYECKUHN OOCTYII K KOMIBIOTEPY AJIS MIOCTOPOHHUX JIUII;

6. Vcrionb3yu BHEIIHME HOCUTENHW HH@OpMalMH, TaKue KakK (Iielllka, OUCK
unu (aia u3 UHTEPHETA, TOIBKO U3 NPOMEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBal KOMIIBIOTEPHBIE (aliIbl, HOIy4YeHHbIe N3 HEeHaAEeKHBIX
HCTOYHUKOB. [laxke Te (¢aiijibl, KOTOPhIe IIPHCIAal TBOM 3HAKOMBIM. Jlydiie
YTOYHHU y HETO, OTIIPABJISAJI JIM OH Tebe uX.

Cetu WI-FI

Wi-Fi - 3T0 He Bup nepegadyu DaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIbL OpeH.,
Mapka. Eme B 1991 romy HupepiaHOcKass KOMIIaHUS 3aperucTpupoBala
opeung «WECA», uTto o06o3Hauajno cioBocoueTanue «Wireless Fidelity»,
KOTOPHIM ITePEeBOAUTCS KaK «0eCIIpoBOIHASI TOYHOCTh>.



Ilo Hamlero BpeMeHH polna Apyras abOpeBuaTypa, KOTopas SBIISETCSA
TaKOM Ke TexHoyoruei. I3to abOpeBuatypa «Wi-Fi». Takoe Ha3BaHUe OBIIIO
OJaHO C HaMeKOM Ha CTaHOapT BBICIIMMK 3BYKOBOM TexHuUKM Hi-Fi, 4TOo B
repeBofie 0O3Ha4YaeT «BhICOKAS TOUHOCTh».

[a, OecninaTHBEINM MHTEPHET-OOCTYII B Kade, OTesAX U aspolopTrax SBJISETCS
OT/JIMYHOM BO3MOJKHOCTHIO BBEIXOfa B HHTepHeT. HO MHOTrHe 3SKCIEepTH
cuuTaloT, 4To oburenoctynubie Wi-Fi ceTu He aBsii0TCS 6€30MaCHBIMMU.

CoBeTtnl 10 6e30macHoCcTy paboTe B 00IIeNOCTyIHEIX ceTax Wi-fi:

1. He nmepenaBali CBOIO JIMYHYIO MHPOpPMaIU0 Yyepe3 obmemoctynHbie Wi-Fi
ceTtu. Paborast B HUX, XXeJlaTeJTbHO He BBOOUTH MAPOJIM MOCTYIMA, JTOTHUHBI U
KaKHe-TO HOMepa;

2. Hcmonb3y# u OOHOBJISIM aHTUBUPYCHBIE ITPOTPaMMBI U OpaHOMayep. Tem
caMbIM ThI 0Oe3omaculllb cebs OT 3aKa4KM BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonbloBanuu Wi-Fi oTkimiouu ¢pyHKIMIO «OOIINM HOCTYII K ¢aiinam
1 npuHTepamM». [lanHasg QYHKOUA 3akKphlTa II0 YMOJIYaHMWIO, OOHAKO
HEKOTOPHIE TI0JIb30BaTEeId aKTHUBUPYIOT €€ [y ymoOCTBa MCIIOIb30BaHUS B
paboTte unu yuebe;

4. He wucmnonb3yi nyonuuneir WI-FI pnns nepemauym JTUYHBIX JAHHBIX,
HaIIpuMep [Jig BEIXOHa B COLlUaJIbHBIE CETU UJIN B 3JIEKTPOHHYIO II0YTY;

5. Unone3yil TOJIBKO 3allullleHHOe coenuHeHue dyepe3 HTTPS, a ve HTTP,
T.e. ITpu Habope BebG-agpeca BBOOU UMeHHO «https://»;

6. B mobunrHOM TenedoHe oTkmoum QyHKHuio «Ilogmkmiodyenue K Wi-Fi
ABTOMATHUYECKHU». He OOoIlyCKau AaBTOMATUYECKOTO MMOOKIIIOYUEeHUS
ycTporicTBa K ceTssm Wi-Fi 6e3 TBoero cornacus.

Co1iualibHbBIE CeTH

ConmanbHble CETM aKTUBHO BXOMST B HAIIly XXKU3Hb, MHOTHE JIIOON paboTaioT
1 JKUBYT TaM IIOCTOSSHHO, a B Facebook yxke 3apeructpupoBaH MUJLIHAPQ
YeJIOBEK, UTO SIBJISIETCS OOHOM CeObMOM BCEX XKUTeNel IIJIaHeThl. MHorue
[IO/Ib30BaTE/IM He IIOHMMAIOT, 4YTO HHPOpMaIus, pa3MelleHHas WNMH B
COIIMATIbHBIX CETSIX, MOXKeT ObIThb HalWmeHa W MCIIOJIb30BaHa KeM YTrOdHO, B
TOM YHCJIe He 00513aTeNbHO C OlaruMu HaMepeHUSIMHU.

OCHOBHBIE COBETHI 10 0€30IMaCHOCTH B COIIMAJILHEIX CeTdAX:

1. Orpanuub CIMCOK ApPy3ei. Y TeOs1 B APY3bsAX HE OOJIKHO OBIThH CIIyYaMHBIX
1 He3HAKOMBIX TIOOEH;

2. 3ammmoiali CBOI0 YaCTHYIO XKW3HBL. He ykKa3piBall Iapojiv, TenedOHHI,
afmpeca, [paTy TBOEro pOXKAEHHWS U OPYryl0 JUYHYI0 HWHOOpPMAIUIO.
37I0yMBIIIJIEHHUKY MOTYT MCIIOIb30BaTh AaxkKe UHPopMalnio 0 TOM, KaK Thl U
TBOU POOUTENIN IIJIaHUPYyETEe IMIPOBECTU KAaHUKYIIHI;

3. 3ammuinail CBOIO penyTaluio - [epXKU ee B YHCTOTe U 3amaBaii cebe
BOIIPOC: XOTeNn OBl ThI, YTOOBI [OPYTrue II0JIb30BATEIM BUMENIU, YTO THI



3arpyxaemib? [lomymaili, mpexpge 4YeM 4YTO-TO ONyOIMKOBATh, HAIKMCATh M
3arpy3uTh;

4. Ecnny THI TOBOPUILL C JIIOOBMU, KOTOPHEIX HE 3Haelllb, He UCIIOJIb3YU CBOE
peanbHOe UMS U OPYTryi0 ITUYHYI0O MHGOPMAIUU: UMS, MECTO XKUTEJIbCTBA,
MEeCTO y4eObl U ITPOYee;

5. 3berait pa3menienusa dororpaduit B8 UHTEepHETE, rae Thl U300paxKeH Ha
MECTHOCTH, II0 KOTOPOM MOXKHO ONpPeHeIuTh TBOE MECTOIIOI0XKEHHUE;

6. Tlpu perucrpalum B COIIMAJIBHOM CETHU HEeOOXOOWMO WHCIIOIH30BaTh
CIIOXKHBIE TIAapOJIY, COCTOsIIMEe U3 OYKB ¥ IM(P U C KOJIMYECTBOM 3HAKOB HE
MeHee 8;

7. Ins couuanbHOM CETH, TOYTHI U [OPYTrUX CaWTOB HeoOXOOUMO
HCIIOIb30BaTh pas3Hble Iapoau. Torma eciau TeOs  B3JIOMAOT, TO
3JIOYMBINIJIEHHUKN TIONIydYaT AOCTYII TOJIBKO K OJHOMY MECTY, a He BO BCe

cpaasy.
OJIEKTPOHHBIE OEHbI'U

ONeKTpPOHHBIE OEHBI'M — 3TO O4YEeHb YHOOOHBIM cmoco0 mJiaTexkeu, OJHaKo
CYIIIECTBYIOT MOIIEHHUKU, KOTOPhIE XOTST MOIYYUTh 3TU EeHbLI'HU.

SHGKTPOHHBIG OEeHBbI'U ITIOABUIJINCH COBCEM HEOABHO M MMEHHO HN3-3a 3TOI'O BO
MHOTHUX I'OCymapCTBaX OO CHUX IIOP He IIPOIIMCAaHO IIPO HUX B 3aKOHAX.

B Poccuu ke oHM (PyHKUMOHUPYIOT M O HUX y2Ke IIPONUCAHO B 3aKOHe, I'Ie
X Pa3de’sissioT Ha HECKOJIBKO BUIOB - aHOHUMHBIE U He aHOHUMHBIe. Pa3Hulla
B TOM, YTO AHOHMMHEIE - 3TO Te, B KOTOPBIX pa3peliaeTcsi MIPOBOOUTH
ornepanuu 06e3 wuOeHTUPUKAUMM TI0JIb30BaTeNlsd, a B HEaHOHUMHBIX
UaeHTU(PUKALIUY T10JIb30BaTENS SABIsIETCS 0093aTEIbHOM.

TakxXke crnegyeT pal3nuyaTh IJIEKTPOHHBIE (QUATHBHIE OEeHbBTU (PaBHBI
roCyOapCTBEHHBIM BaJllOTaM) M 3JIEKTPOHHBIE He(HaTHLIE NeHbI'M (He PaBHBI
rocygjapCTBEHHBLIM BalloTaM).

OCHOBHBIE COBETHI IO OE30ITaCHOM pa60Te C 9JIEKTPOHHBIMHU NEHBI'aMMU:

1. TIpuBsIKU K cUeTy MOOUJILHBIN TejiedOoH. ITO caMblil YOOOHBIN M OBLICTPHIN
Ccrioco0® BOCCTAaHOBUTH OOCTYIl K cueTy. [IpuBsizaHHBIM TenedOH ITOMOKKET,
ecnu 3a0ymelib CBOM IIJIaTEXKHBIM IIapojib MWW 3aipelllb Ha CaWT C
HE3HaKOMOT'0 YCTPOUCTBA;

2. Hcnonp3yid opHOpa3oBhle MHOaposiu. [locie mnepexoma Ha YCUJIEHHYIO
aBTOpm3anuio Tebe yxKe He OymeT yrpoxkaTh OIIACHOCTh KpaxXu WU
IepexBaTa IJIaTeXXHOTO IIapoiIs;

3. Bribepu CIOXHBIM maposb. [IpecTynmHuKam OymeT He MOPOCTO yramaThb
CIIOXKHBIU TMapoiib. HafexkHble mapojii — 3TO MapoJiv, KOTOPhIe cofepzKaT He
MeHee 8 3HAKOB U BKJIIOYAIOT B ce0s1 CTPOYHBIE U MMPOIIMCHBIE OYKBEI, UM PHI
1 HECKOJIbKO CUMBOJIOB, TaKHe KaK 3HakK AoJutapa, ¢yHTa, BOCKIHUIIATEIbHBIN
3HakKk u T.11. Hapumep, StROng!;;



4. He BBOOY CBOM JIMYHEIE JaHHBIE Ha CalTaX, KOTOPEIM HEe JOBEPSEIIb.
OJIeKTPOHHas IMOHTa

OJIEKTPOHHAas mo4YTa — 3TO TEXHOJIOTUS U IpenoCTaBiIieMble €0 YCIIyT'd IO
IIEPEChIJIKE U IIOJIyYEeHUIO0  O3JIeKTPOHHBIX  COOOIIEeHUH, KOTOpPBIE
pacIpenensiioTCsI B KOMIObIOTEPHOU ceTu. OOBIYHO 37I€KTPOHHBIM ITOYTOBBIN
SIIIUK BBITTIAOUT CIEOYIOIINM 00pa3oM: MM IT0Jb30BaTENsI(@UMS AOMEHa.
Takke KpoMe Iepemadyud IIPOCTOrO TeKCTa, UMeeTCA BO3MOXKHOCTb
rnepenaBaTh pauibl.

OcHOBHBIE COBETHI 10 O€30MacHOM paboTe C 3TEeKTPOHHOM ITOYTOM:

1. Hapmo BuIOpaTh NIpPaBUJIPHBIM TOYTOBHIM CEpBUC. B HHTEpPHETE €cCTh
OTPOMHBIN BHIOOP OEeCIIIaTHBLIX MOYTOBLIX CEPBHUCOB, OHAKO JIYYIlle JOBEPSThH
TE€M, KOT'O 3Haelllb U KTO IIEPBbI B PEUTUHTE;

2. He yka3bpiBall B IMYHOU I104YTe NUYHYIO nHPopManuw. Hanpumep, nydiie
BHIOPATh «MYy3BIKaIbHBIN (haHaT@» unu «pok2013» BMecTo «TemMal3»;

3. Hcmonb3yy OBYyX3TaAlHYH aBTOpH3alidio. IJTO KOorga MIOMHUMO MOapoJs
HY2KHO BBOOUTH KO, IPUCHIJITaeMbI 10 SMS;

4. Bribepu CIOXKHBINM IMapoJib. [IJI1 KaxXKaoTo IIOYTOBOIO SIIIUKaA AOJI?KEeH OBITh
CBOU HAJEeXKHBIN, YCTOMYUBEIM K B3JIOMY I1apOJIb;

5. Ecnmum ecTb BO3MOXKHOCTH HalMCaThb CaMOMy CBOM JIMYHBIM BOIIPOC,
KUCIIOJIb3yU 3Ty BO3MOXKHOCTH;

6. Hcmonb3yd HECKOJIBKO TIOYTOBBIX SMIUKOB. IIepBBEIM [OJid YaCTHOU
IIepenucKyu C aapecaTaMu, KOTOPBIM Thl OOBepsielllb. JTO 3JIE€KTPOHHBIN
aJpec He Hafo HCIIOJIb30BaTh IIPU PETUCTPALIMK Ha popyMax U cauTax;

7. He oTkpeiBaul (aiiibpl U OPYyTrde BJIOKEHUS B IIHCbMaxX HaxKe eCJIi OHU
IIPUIIIN OT TBOUX Apy3eu. Jlydllle YTOYHU Yy HUX, OTIPABIISAIIM JIM OHU Tebe
9THU (hauIbl;

8. Tlocne okoHuYaHUs pabOTHl Ha MOYTOBOM CEpBHCE Ilepeq 3aKpPHITUEM
BKJIQJIKU C CAaTOM He 3a0yIb HaxKaTb Ha «BeIATH».

KubepOyiIuHT UIu BUPTyalbHOE U3[IeBaTEIbCTBO

KubepOynauHr  —  IIpecjieqoBaHHE  COOOMIeHUSIMH,  COfepzKallluMHU
OCKOpPOJIeHUSI, arpeccuio, 3alyruBaHWe; XYJHWTaHCTBO;  COIIMAJIbHOE
OOMKOTHUPOBAHKE C IIOMOIIBIO PA3JIMYHBIX HHTEPHET-CEePBUCOB.

OCHOBHBIE COBETHI 110 00pLOe ¢ KUOepOYIIIUHTOM:

1. He Opocaiicsa B 6oii. JIyumui crmoco6: TocoBeTOBAThCSA KaK ce0s BECTH W,
€CJIM HeT TOro, K KOMy MOKHO OOpaTUThCS, TO BHadaljie yCIOKOUThCA. Ecnu
Thl HaYHEIlb OTBeYaThb OCKOPOJIEHMSIMM Ha OCKOPOJIEHUS, TO TOJBKO ellle
6obIlle pa30KKelllb KOH(PIUKT;

2. YupaBnsayu cBoelu Kubeppenyraluue;



3. AHOHUMHOCTH B ceTu MHHuMas. CyIIeCTBYIOT CIOCOOBI BHISICHUTH, KTO
CTOUT 3a @HOHUMHBIM aKKayHTOM;

4. He cTOUT BeCcTU XyJIUTAHCKUN oOpa3 BUPTyalbHOU XKU3HU. MHTEpHET
bukcupyeT Bce TBOU OEeMCTBUS U COXPaHSET UX. YIOAIUTh uX OymeT KpaliHe
3aTPYOHUTEIIBHO;

5. CobOmioai CBOM BUPTYa/IbHYIO YECTh CMOJIOAY;

6. HrHopupy! emwmHUUYHBLIM HeraTuB. OmHOpPa30BbBIE OCKOPOUTEJILHEBIE
CcooOIIeHusa my4dlle urHopupoBaTb. OOBIYHO arpeccusi mnpeKpallaeTcs Ha
Ha4daJlbHOU CTagUuu;

7. Ban arpeccopa. B nmporpamMmax oOMeHa MIHOBEHHBIMM COOOIIIEHUSIMHU, B
COIIMAIbHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKU OTIPABKU COOOIIEHUM C
onpenesieHHLIX aJpeCcoB;

8. Ecnu TH cBUpeTenb KuOepOyuIMHTa. TBOU OEeWCTBUSA: BEICTYIIUTDH IIPOTUB
mpeciiefoBaTesisi, IIOKa3aTh €My, UYTO €ero [eNCTBUS OIleHWBAIOTCS
HEeTaTHMBHO, IMOAJepxKaTb KEepPTBY, KOTOPOM HyXKHa IICUXOJIOTHUYeCKas
IIOMOIIIb, COOOIIUTE B3POCIEIM O (haKTe arpeCCUBHOIO IIOBENEHUS B CETH.

MoOunbHbIN TenedoH

CoBpeMeHHBIE CMaApPTOOHHBI U MJIAHIIETH comepkKaT B cebe BIIOJIHE B3POCIIHIN
(pyHKIIMOHAN, W Temepb OHU MOTYyT KOHKYPHPOBaTh CO CTalMOHAPHBIMU
KommbioTepaMu. OgHAKO, CPENCTB 3alllUTHl OJIS MOJOOHBIX YCTPOMCTB MOKa
O4YeHb MaJio. TeCTUpOBaHUE U IIOUCK YSA3BUMOCTEN B HUX IIPOUCXOOUT HE Tak
MHTeHCUBHO, Kak pansa IIK, To e caMoe KacaeTCsi UM MOOUJIbHBIX
IIPUJIOKEHUMN.

CoBpeMeHHbBIE MOOUNIbHBEIE Opay3ephl yKe IIpaKTUYEeCKM [OOTHalu
HACTOJIbHBIE aHAaJIOTHU, OOHAKO paciuupeHue (yHKIMOHasla BiedeT 3a cOoO0u
OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3alTUIII€HHOCTb.

Ilalmeko He Bce IIPOU3BOOUTEIIN BEIITYCKAIOT OOHOBJIEHUSI, 3aKpPhIBAIOIIINE
KPpUTUYECKHNE YA3BUMOCTHU OJIAA CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI [J1s1 6€30MacHOCTH MOOUIBHOTO TejnedoHa:

1. Hudero He $sIBASIETCS II0-HACTOSIIEMY OeCIIaTHBIM. Byob OCTOPOIKEH,
BeOb Korga TeOe mpepiaraioT OecnjaTHBIM KOHTEHT, B HEM MOTYT OBITh
CKPBLITHI KaKHe-TO IIJIaTHbIE YCITYTH;

2. ymai, npexge 4eM OoTIpaBuTh SMS, ¢doTo unu Bumeo. Thl TOUHO 3HAEIID,
raoe oHu OyoyT B KOHEYHOM UTOTe?

3. Heo6xoamumo 0OHOBIATEH OIlEPAllMOHHYI0 CUCTEMY TBOETO CMapTdOHa;
4. Vcrionb3y¥ aHTUBUPYCHBIE IPOTrPaMMBbI OJIsI MOOUJILHEIX Tele(OHOB;

5. He 3arpyxxaii IpuiI0XKeHHs OT HEM3BECTHOI'0 HCTOYHMUKA, BeOb OHU MOTYT
comepxkaTh BPeOOHOCHOE IIPOrpaMMHOe 00eClIeYeHue;



6. ITocne TOro Kak ThI BHIMAEIDL C CalTa, Ile BBOOWUI JTUUYHYI0 UWH(POPMAILHIO,
3aiau B HaCTpPoUKu Opay3epa U ymasu cookies;

7. llepuoguyeckKu IpPOBEPSAN KaKue IIJlaTHBIE YCIYTH aKTUBUPOBaHBI Ha
TBOEM HOMEDE;

8. IlaBayi cBO¥M HOMEP MOOMJIBHOTO TejledOoHa TOIBKO TIOASIM, KOTOPBIX ThHI
3Haellb U KOMY OOBEpSelllb;

9. Bluetooth monzkeH OBITH BBHIKJIIOYEH, KOTHa Thl UM He IIOIb3yelibcs. He
3abnIBali MHOTIA ITPOBEPSTH 3TO.

Online urpset

CoBpeMeHHBIe OHJIAaWH-UTPHI - 9TO KPACOYHBIE, 3aXBaTHIBAIOIIHE
pa3BiiedyeHusi, OOBLEOUHSIONINE COTHU TBICAY YEIOBEK II0 BCEMYy MHUPY.
Wrpoku uccnenyioT OaHHBIM UM MUP, 00IIal0TCS OPYT C OAPYTOM, BHIIIOIHSIOT
3aJjaHUsI, CPaXKalTCs C MOHCTPAMU U MOJIy4aloT ONBIT. 3a YOIOBOIbCTBUE OHU
IJIATST: ITOKYIAT OUCK, OIJIaYMBalOT aO0OHEeMEeHT UIU IIpuodpeTanT KaKue-
TO OIIIUH.

Bce 3ty cpencTBa MOYT Ha HOAdepXXKaHWE U pa3BUTHE UTPHl, a TaKXe Ha
camy  0e30MaCHOCTb:  COBEPIIEHCTBYIOTCSI  CHCTEMBl  aBTOPHU3allUy,
BBHIITYCKAIOTCA HOBBIe mnaTyM (IudpoBBIE 3aljlaTKU [T IIpOorpaMM),
3aKPHIBAIOTCS YSI3BUMOCTHU CEPBEPOB.

B HO)IO6HI)IX Urpax CTOUT OIIaCaTbCd H€ CTOJIBKO CBOHX COIIEPpHHKOB,
CKOJIBKO KpaXH TBOE€TOo IIapojid, Ha KOTOPOM OCHOBaHa CHCTEMa
aBTOPHU3alluHu OOIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO 0€30IIaCHOCTH TBOETO HUI'POBOI0 aKKaYHTa:

1. Ecnu gpyrou UTpok BemeT cebs MJI0X0 WM co3maeT Tebe HeIpPUSTHOCTH,
3a0JIOKUPYH ero B CIIMCKEe UTPOKOB;

2. ITloxanyicsa agMUHUCTpaTopaM WUIPhEl Ha IIJIOXO€ IIO0BeOeHUue I3TOro
UT'POKa, 2KeJlaTeIbHO IPUJIOKUTh KaKre-TO JoKa3aTeJIbCTBa B BUAE CKPUHOB;

3. He yka3eiBali TUYHYIO0 HHPOPMaIUIO B Ipodaiijie Urpkl;
4. YBaxall IpyruxX y4aCTHUKOB I10 UT'DE;

5. He ycTaHnaBnuBal HeopuliiaabHbBIE TATYU U MOMOHI;

6. Ycrionb3yl CIOXKHBIE U Pa3HbIe IapoJiy;

7. lae BO BpeMs UI'Pbl HE CTOUT OTKJII0YaTh aHTUBUPYC. [IoKa Thl Urpaeln,
TBOM KOMIBIOTED MOTYT 3apa3uTh.

QOUIINHT WU KpazXKa JINYHBIX TaHHBIX

OOBIYHOM KpaXKel OeHer U JOKYMEHTOB CETOOHS y2Ke HHUKOIO He YOUBUIIID,
HO C Pa3BUTUEM MHTEPHET-TEXHOJIOTUYU 3JI0YMHBILIJIEHHUKYN [I€PEeMECTUIUCEH B
VHTEPHET, ¥ IPOAOJIZKAIOT 3aHUMATHCS «JIIOOMMBIM» IEJI0M.



Tak mosiBUIaCh HOBas yrpo3a: HHTEPHET-MOIIEeHHWYecTBa WM (QUIIHHT,
rIaBHAs IIeJIb KOTOPOTO COCTOUT B IONyYEHUMN KOHPUOEHIIMAIbHBIX OJaHHBIX
[MoJIb30BaTejied — JIOTMHOB M maposieri. Ha aHrnmuckom s3wike phishing
ynuTaeTcs Kak ¢umuHr (ot fishing — priOHas moBns, password — MapoJib).

OcHOBHBIE COBETHI IO OOPHOE C QUIIUHTOM:

1. Cnemu 3a cBOMM aKKayHTOM. Ecimu THI momo3peBaellrb, YTO TBOS aHKeTa
OblZla B3JI0MaHa, TO HeoOXoguMoO 3abJIOKMpOBaTh €€ U  COOOIIUTH
agMUHHUCTPATOPaAM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. HMcnionb3yil Oe3omacHble BeO-CaliThl, B TOM 4YHCJie, UHTEpPHET-Mara3uHoB U
TIOMCKOBBIX CUCTEM;

3. Hcnonb3y¥ CIOXKHBIE M pas3Hble Iaponau. TakuM oOpa3oM, eciu Tebs
B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIy4aT JOCTYI TOJIbKO K OOHOMY TBOEMY
MPO(UIII0 B CETH, a HE KO BCEM;

4. Ecnu Tebs B37IOMalid, TO HEOOXOOMMO IIPEeOyIpPeauTh BCEX CBOUX
3HAaKOMBIX, KOTOphle [mo0aBiieHbl y TeOss B OPY3bsAX, O TOM, 4YTO TebOs
B3JIOMaJIi YW, BO3MOXKHO, OT TBOEro MMeHu OyIOeT pacChIIaTbCS CIIaM U
CCBUIKY Ha (UIITUHTOBEIE CANTHI;

5. YcTaHoBu HapmexkHBIM maponb (PIN) Ha MoOUIbHEBIN TenedoH;
6. OTKII0UY coXpaHeHue I1apoisi B Opay3epe;

7. He oTkpeiBal (auiabl M Opyryve BIOKEHWS B NUCbMax OaxXKe €CIU OHU
IIPUIIIN OT TBOUX Apy3eM. JIydlle yTOYHU Y HUX, OTIPABIISIIN JIM OHU Tebe
9THU (hauIbl.

LudpoBas penyraums

[HudpoBasi pemyTalusi - 9TO HeraTWBHAs WUIW MO3UTHUBHASA WHGOpPMAIIUS B
cetu o Tebe. KomnpomeTupyiomiass nHGopMalus pa3MellleHHass B UHTEPHETE
MOXKEeT Cepbe3HBIM 00pa3oM OTPa3UThCS Ha TBOEW pealbHOM KHU3HMU.
«IudpoBass penyranus» - 3TO TBOM HMHXK, KOTOPHIM GopMHUPYyeTCS U3
nH@opmMaIluu o Tebe B UHTEPHETE.

TBoe MecTO XKHUTenbCTBa, Yy4ueOwrl, TBoe (UHAHCOBOE IIOJIOXKEHUE,
0COOEHHOCTH XapaKTepa M paccKas3bl 0 OJIM3KUX - BCe 3TO HaKalJIMBaeTCs B
CeTH.

MHoOTHe NOAPOCTKM JIETKOMBICIEHHO OTHOCSATCS K NyOIUKaAIlUU JTUYHOU
nHpopMaluu B MHTepHeTe, He IIOHMMAasi BO3MOXXHEIX ITociencTBuii. TH gaxe
He CMOXKEeNIb OorajaTbCsg O TOM, 4UTO ¢oTorpadusi, pa3MelleHHas 5 JieT
Ha3aj, cTajla IPUYMHOMN OTKa3a IMPUHATH TeOsT Ha paboTy.

KoMmMeHTapuu, pa3MellleHre TBoux (oTorpaduiit u OApyrue OeuCTBUS MOTYT
He HMCYEe3HYThb Jaxe II0CJIe TOT0, KaK Thl WX yHasnullb. Thl He 3Haellb, KTO
COXpaHUJI 3Ty HHPOPMAIUIO, IIOoIlajia JIX OHAa B IIOMCKOBEIE CHCTEMBI U
COXpaHMJIaCh JIM OHA, a TJIaBHOE: UYTO IMOAyMaloT 0 Tebe OKpyzKalolllee JIIOOH,
KOTOphIe HaWOyT M YBUOAT 3TO. HaWTu mHPOPMAIMIO0 MHOTO JIET CIYCTHA



CMOXKeT J000M - KakK M3 HOoOphIX IOOyXKOEeHUIM, TaK U C HaMepeHHeM
MIPUYUHUTE BpPed. DTO MOXKeT ObITh KTO YIOIHO.

OCHOBHBIE COBETHI 110 3alllUTE MU(PPOBOU pEIyTalluu:

1. TTogymaii, ipexpae 4eM 4TO-TO IIyOJIMKOBaTh U IlepejaBaTh y ce0s B Oore
UJIX B COIIMAJILHOM CETH;

2. B HacTpounKkax mnpoduiasg yCTaHOBU OrpaHUYEHUs Ha IIPOCMOTP TBOETO
PO U U ero COOePKUMOT0, CAelall ero TOIbKO «OJIS OAPy3€eu»;

3. He pa3memnia¥i u He yKa3blBaW MHGOPMAIINIO, KOTOPAs MOXKET KOro-imubo
OCKOPOJIATh UIIU 00MXKATh.

ABTOpPCKOE mpaBo

CoBpeMeHHBIE  IIIKOJIBHUKW-  aKTUBHBIE  IIOIb30BaTeNu  ITU(PPOBOTO
npoctpaHcTBa. OgHAKO [ajieKo He BCe 3HAIOT, YTO II0JIb30BaHME MHOTUMU
BO3MOXKHOCTIMM LUPPOBOTO MHUpPa TpebyeTr coOMOOeHuss IIpaB Ha
WHTEJIJIEKTyaJIbHyI0 COOCTBEHHOCTD.

TepMuH «UHTENNIEKTyallbHasi COOCTBEHHOCTh» OTHOCUTCS K PpPa3IudHBIM
TBOPEHUSIM 4YeJIOBeUeCKOTro yMa, HauWHas C HOBHIX M300peTeHUM M 3HAKOB,
o003HavawIUX COOCTBEHHOCTh Ha IIPOOYKTHI U YCIAYTH , U 3aKaH4YMBas
KHUTaMU, doTorpadpusmu, KHHO(PUIIbMaMU u MY 3BIKaJIbHBIMU
IIPOU3BENEHUSIMHU.

ABTOpCKHE IIpaBa - 3TO OpaBa Ha HMHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTH Ha
IIPOU3BEEHUsT HAyKH, JIMTepaTyphl M MCKyCCTBa. ABTOPCKHE IIpaBa
BBICTYIIAQIOT B KQYECTBE TapPaAHTUU TOT'0, YTO UHTEIIJIEKTYaIbHLIM/TBOPYECKUH
TPYO aBTOpa He OymeT HAIPaCHBIM, JAaCT €My CIIPaBeIINBbIE BO3MOIKHOCTHU
3apaboTaTh Ha pe3yJbTaTax CBOETr0 TPyHa, IIOIYYUTb HU3BECTHOCTh U
npu3HaHue. HukTo 6e3 pa3pelreHusi aBTopa He MOXKET BOCIIPOU3BOIUTEL €T0
ITPOU3BEIeHNE, PACHPOCTPAHATh, MyOIMYHO MEMOHCTPHUPOBATH, ITPOIABATh,
MMIIOPTHPOBATH, IIyCKaTh B IIPOKaT, IyOIMYHO HCIOJTHSATE,
TTOKa3bIBATh/UCIIONIHATE B 3¢upe UiIu pa3Mmeliate B UHTepHeTe.

HMcmonb30BaHUEe «IIHPATCKOTO» ITPOTPAMMHOIO0 00ecCIledyeHUusI MOXKeT
IIPUBECTH K MHOTUM PHCKAM: OT IIOTEPU [OAHHBIX K TBOUM aKKayHTaM [0
OJIOKMPOBKM TBOEro VYCTPOMCTBA, TIHOe YCTAHOBIEHHBIM He JerajabHas
nmporpaMMa. He cTouT Takxke 3a0BIBaTh, YTO CYIIECTBYeT JierajbHble U
OecrtaTHBIE ITPOTPAMMBI, KOTOPLIE MOXKHO HAWTH B CETH.

O nopTtane

CeTeBUYOK.p( - TBOM I''TaBHBIM COBETYHUK B CETHU. 3OECH Thl MOXKEIIb Y3HATDH O
0e30MmacHOCTM B CETH TIIOHSATHBIM M [OCTYIHBIM S3BIKOM, a IpH
BO3HUKHOBEHUMN KPUTUUYECKOM CUTyalluuM OOpPaTUTLCS 3a COBETOM. A TaKkKe
IIPUHSATH y94acTHe B KOHKypcaxX U CTaTh CaMbIM IIM(PPOBHIM IpazkKgaHuHOM!
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